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The EU CIS and Cyber Defence Landscape
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EU CIS and Cyber Defence State of Play —

Challenges and Opportunities

EUROPEAN UNION
CSDP MISSIONS AND OPERATIONS 2018
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More than 5.000 people

currently deployed

& Objectives:

keeping the peace. preventing conflicts
strengthening intermational security
supporting the rule of Law. prevention
of human trafficking and piracy.
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EUROPEAN EXTERNAL ACTION SERVICE

Working document of the European External Action Service

EU CIS and Cyber Defence State of Play —
Challenges and Opportunities

EEAS(2019) 697
LDMITE
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European Union Military Committee

Title | Subject

EUMS Status Report on the cument state of play and challenges of
Communications and Information Systems (CIS) and Cyber Defence
{CD} in support of EU miitary CSDP and associated Action Flan to
implement proposed lines of effort in the "EU Information Domain”
{EUMS CIS & CD Status Report & Action Plan).

(Ref - EEAS(2018) 175 (ST 6173/18) Outcome of Procesdings EUMC
13 February 2019, dated 15 February 2018 - Agenda Hem 05)

[Ref. prev. doc]

EEAS (2019) 637
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EU-NATO Joint Declaration Implementation Plan (JDIP)
comprising of 5 common proposals specific to CD:

EU CIS and Cyber Defence State of Play —
Challenges and Opportunities

(Action 3.1) Exchange of concepts

(Action 3.2) Interoperability and harmonisation of training
(including the opening up of courses for mutual participation)

(Action 3.3) Increased cooperation in cyber R&T
(Action 3.4) Mutual participation in cyber exercises

(Action 3.5) Exchange between staffs concerning the cyber aspects and
implications of crisis management and response.
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Federated Mission Networking (FMN) as an enabler for resilient
and robust CIS in support of effective C2 for EU CSDP Military
Operations and Missions

Current status of non-FMN compliant Future FMN compliant EOW 2.0
EOW 1.0 with star topology with meshed topology
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