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EW for Information Advantage

EW impacts through all 4 lenses of Information Advantage
— enabler, resilience, denial and effector

EW is critical to
— decision making
— understanding
— adversary perception
Military will not dominate the EM spectrum, but must
— maintain freedom of manoeuvre
— achieve intelligent, adaptive management of the contested
EM spectrum
— shift from defensive to proactive and offensive
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- Electromagnetic environmentiias changed

— Pace of technology developfn Nt nas cﬁnged, e.g. software defined radios

— Complexity through novel algorithms, e.g. Artificial Intelligence
— Contested warfighting environment
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Ambitious end-state

UK Defence has a single coherent EM
operating capability (CEMOC)
— Integrated with partners across government (PAG)
— fully interoperable with coalition/NATO partners

— capable of operating independently when
necessary

« Convergence of technologies / capabillities

— Sensing and Communications alongside EW
— SDR enabled
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Current status

War in Syria: Russia’s 'rustbucket’
military delivers a hi-tech shock to
West and Israel

— 000

 EW has had significant impact in
Ukrainian and Syrian conflicts

« UK Defence is investing in both
equipment programmes and S&T - S B

Electronic Warfare: What US Army Can Learn Here’s how other nations measure up in electronic
From Ukraine warfare

to maintain advantage i oo
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Contested EM Environment Programme

Vision ‘S&T has changed the way defence operates in the contested
electromagnetic environment and revitalised Electronic Warfare’

i El i Ith
CEMA Electronic CIET ectronic N CEL ]

Defence Attack Camouflage

06 September 2019 %
S © Crown copyright 2019 Dstl DSTL/PUB117838 Ministry

of Defence



e
T o @
dstl = R = [0
(dst1] L = % 8 - 3 RS o) S
@ g2 5 = 3 osED2 £ S 5
2 5% 23 9= £® OS:s& § E 2% 3
[ei®)] <0 c P O > = O T = O 1) DO
D g £ SO F =0 20 =£20 £ g £59
© o G TS QL% 3 9 = S S D T £.o 2
E=ox WSsC >80 s B OG5 9 Z % c T ol
Cwds=2o0y, £55 O88 wE2= ) S © ,.0Sw
53258585 595 Eps ESENEE b | 0sE0
b & ~— QO = = RS e o —_— <3 T o] 7 O
B ESe8S0o85 O BO32 ov Bl @8, £ 8288
L0 B — Ee % 5 = - 0 & 3]
L 5S55:08E% WS 055% coodr@s AEEs o 0258,
WEe5F255S S8 9258 $535 880 9028\ B S5:38
= 3.9 c -
il o 3EE58033 255 24208 sCE§ g0 S<s >’8Q 2 8=
and Infrastructure jJ ﬁ Lﬁ = (a1 E i U)
| |
ai e * \
Enable Decision Makers - | TR0 -~ Smitnsiic Mathematics
To legitimately operate in the electromagnetic ML:EMSA THALES 3 ‘
environmentin order to act with free will l ML Protocol ID " QINETIQ Siﬂ Subspace ’ Xe ?:?I\Ltd High-order ISR 3
. ML: Dynamic EM SA BSM UNVERsTY o))
Sense and Understand = 7’QTfRydberngtoms®--——mmwave-‘skg ,“T“»‘i.‘.z’.',}'lmmw*—‘,‘-»f——-- l ~~~~~ - +— BLUEBEAR-¢ Fractionated EMSA ¢=
. | = Imperial College | e e {2 verencaecanc
To sense and understandthe electromagnetic \ | o e T : e 9
environment in order to operate i Frscesin Rowden Tachnologies | ’ "oke STAR —
Synchronise and Co-ordinate ——orvtratowpasenoiseto 8 ————— maymeon - L | systems EMO BMAId 5
To synchronise and co-ordinate ourselves in order il Seeabon Dienince Eu Raytheon Smart CEMA Nodes 1
to act coherently in the electromagnetic | -g
environment
Waw gm | o pti | . - n
Take Initiative ——— ; | B v ey
T 76 the initiati h nainth lamenaron:, LumOptica Antenna Metamaterials ‘ ‘ ‘ ‘ "k Swarms for EA
o seize the initiative when operating in the R B EXETER | THALES ML: ECM Optimisation) |QHQ
electromagnetic environment ~EON THALES MIMO Radar threat & opp. RAdiciDEcention
aps GO MOSFET [ peon
Be ReS"lent i i Roke P Roke ‘Rapid Threat Sig Detection —— BLUEBFARV Comms for Fractionated Sys
To maintain our ability to operate in the Spatial Modi& pre-coding Rl decisionLab Channel Allocation
electromagnetic environment | ML: At sppiiade . Al: Dyn Spec Access (s Plextek mm-wave Comms
| |

Technical Themes
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Ga,0; MOSFETs for Next-Gen Jamming-
Resistant Monolithic Microwave ICs

Development and manufacture of Gallium oxide, a
semiconductor material with a bandgap greater than
Silicon, Gallium nitride, and Silicon carbide.

High-quality oxide-semiconductor interface engineered
using available atomic layer deposition techniques.

Will have a major impact in power electronics.

Much higher power signals in the mm-wave and
below leading to increased attack vector options and
greater resilience in communications.

E 0 N Investigating Device Topologies
&
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Quantum Technology: EM Sensing

Rydberg atoms are highly excited atoms that display extreme
sensitivity to Radio Frequency (RF), microwave and TeraHertz (THz)
radiation

Investigates the potential applications of Rydberg atoms in glass

encased vapour cells for realising novel Electro-Magnetic (EM) The theoretical
sensors that may surpass capabilities of conventional EM
sensors. performance of a Rydberg

based RF sensor is at

* Very wide band EM Surveillance receiver, with potentially least an order of

low scattering and self-emission signatures;

« Near-undetectable, passive, low radar cross-section maghnitude superior to that
TSI EEEMEL, - | of standard RF sensing.

* Narrowband LPI communications receiver, that would be
capable of selecting very narrow band signals embedded in - “B
wide-band noise; ® g’Durham

* Non-invasive explosive detection using a field deployable University

THz sensor; and
« Hidden device detection and classification THz sensor with
an imaging capability.
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Summary

. Ne ,fpfl:)JJ -'»%fielded now to maintain advantage

A
JL

DstlIs lIeading innovative EW ¢ ao Ity development

Mdeveloping capabilities inc. people

ot “J‘yf_rjpogft‘ 19-20 November

Dr Paul Kealey, Division Head
pgkealey@dstl.gov.uk
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