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A little context...
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« Very high data rates for data exfil
+ Covert and resistant to jamming
+ Small form factors
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BLUF--AI/ML presents two sorts of opportunities:
1. Force multiplier: Al Technologies might make existing tasks simpler, more reliable, or more efficient.
2. Game changer: Al technologies might be used to introduce wholly new capabilities.



Overview of Al State of the Art

DeepMind & Google Duplex

Manual dexterity in robots

Advances in creativity

Novel/Re-emergent Algorithms

Massive improvements in scale

Al Safety & Explainable Al

Multi-task learning
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Al State of the Art: DeepMind & Google Duplex ELECTRONICS
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Al State of the Art: Manual Dexterity in Robots ELECTRONICS

Examples of singulation.

FINGER PIVOTING SLIDING FINGER GAITING

: . . Dactyl®
Examples of the learned behaviors. The policy tries several
grasps until it succeeds at picking up the tricky object.
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Al State of the Art: Advances in Creativity ELECTRONICS
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StackGAN: Text to Image?

CycleGAN?
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I Al State of the Art: Advances in Creativity

Few Shot Adversarial Learning34




Al State of the Art: Interesting Algorithms

Neural Ordinary
Differential
Equations™?

Neuroevolution®

1o0® 2200

Multi-task Learning (IMPALA)¢
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Security & Warfare on the Brink of the 4t Industrial Revolution!

O;OOOO)

FIRST INDUSTRIAL SECOND INDUSTRIAL THIRD INDUSTRIAL FOURTH INDUSTRIAL
REVOLUTION REVOLUTION REVOLUTION REVOLUTION
Water and steam power Electric power drives Information and Convergence of cyber, physical
drives mechanized production mass production Communication technology and Al drives exponential
drives automated production innovation across every sector

ARTIFICIAL CYBER-PHYSICAL
INTELLIGENCE
Military operations enabled by Al may unfold so Convergence of distributed networks
quickly that effective responses require taking will touch billions of people. Attacks
humans out of the decision cycle. Adversaries will could hold our way of life.
race to employ these capabilities and the powerful
operational advantages they may confer. U I I.ra
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The Artificial Intelligence Revolution: Ultra
Impact across the economy?3°

® Internet of Things (loT) ® Customer service

ELECTRONICS

@® Smart Cities e-commerce

Bioinformatics

:. Social Networks . Enterprise computing

Biological engineering

Biomechanics . .
® Affective computing

Drug discovery :
@ Personal computers

Genetics/genomics H NES ErEhEss and PC applications

Medical imaging

Neuroscience/neurorobotics

Nutrition/food science Banking Personal
i i Devices,
Physiological parameter monitoring ¥z (EEHSIESS Physical Computing &
Cartograph Sciences &
Public health : L Engineering =

"""""""" Life &
Medical
Sciences

Arts &
Humanities

Computing
in

Agriculture
Government 9

Telecom Energy
......... munications Management

Computer networks/internet
‘ Document
Management Industry & _
& Publishing Manufacturing Law, Social

Entertainment : & Behavioral
Education :
Sciences

Radio and Television Broadcasting
Telephony
Videoconferencing ‘ Industrial property

VolP

6 Law, social and behavioral sciences

Transportation Security

Aerospace/avionics Anomaly detection/surveillance

Authentication
Driver/vehicle recognition Cryptography

4
Autonomous vehicles ‘
®
® Cybersecurity

Transportation and traffic engineering

Privacy/anonymity



I What is Artificial Intelligence?

Early Al

Rules based expert systems
Logic

Probability

Decision theory

Game theory

Mechanical Turk

Turing Test
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Today... Narrow Al: Possible Future
Learn from data

Unsupervised Learning
Reinforcement Learning

Deep Learning

Generative Adversarial Networks
Computation Game theory
Bayesian Statistics

Fuzzy logic...

General Al



Error rate

The Artificial Intelligence Advancement
over Time (all images'®)
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NY Regents 4th Grade Science Exams
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22 A girl signals her friend by shining a flashlight on a mirror. Her friend
can see the signal because
A heat energy can be transferred from one object to another
B mechanical energy can be transferred from one object to another
C sound energy can be reflected from one object to another
D light energy can be reflected from one object to another

18 Which information is contained on this map of the United States?

23 The thermometers below show the temperature of a liquid at the
A state capitals beginning and at the end of an experiment.

B mountain ranges - %

C weather conditions

® ©
D animal populations - »
» ».
19 Temperatures below freezing are expected overnight. What might be o ©
done to protect plants growing outside? » ®
A trim the leaves 2 b
B weed them » »
C cover them 2 =
D give them plant food 10 1
o o
20 A student reaches one hand into a bag filled with smooth objects. The Beginning o
student feels the objects but does not look into the bag. Which property
of the objects can the student most likely identify? How did the temperature of the liquid change from the beginning to the
end of the experiment?
A shape
B color A It went down 4°F.
€ ability to reflect light B It went down 5°F.
D ability to conduct electricity C It went up 2°F.
D It went up 10°F.
21 A student has a ball of lay that sinks when placed in a pan of water.
Which property should he change to make the clay float? 24 Which part of a plant produces the seeds?
A oolor A flower
B texture B leaves
C mass C stem
D shape

roots
Grade ¢ Scence — May 94 " e 4 e — Mg D4 o [ovER



Ultra

The Artificial Intelligence Revolution: Why Now? ELECTRONICS

E.G. ImageNet
has over 14M

labeled images

Compute

Algorithmic
Innovation
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® Neural Machine Translation
o Neural Architecture Search

o Xception ® T17 Dota 1v1

VGG e DeepSpeech2
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e GoogleNet
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e Dropout
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Al Uses: Inference, Information, Knowledge Generation?

~ rna
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Classification?’ Decision Support3°

- y -’ ex');“( d,v "“"//’/
Prediction? Optimization?? Data Mining
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Al Uses: Autonomy? ELECTRONICS

Embedded Larger scale Faster-than-human
expertise operations reaction times

Superhuman patience Operations without
and reliability and vigilance connections to humans



Ultra Electronics Al Research: Resilient AdHoc Ulira

Networking in Congested and Contested Environments

HCLOS
Interoperability
PTP up to 400 Mbps
for network scalability
PMP ECCM
for network resilience
UNW (Ad-hoc Mesh
80Mbps)

Prediction: Predict & prioritize the critical information.

Optimization: Jointly optimize waveforms, protocols,
network topologies to maximize throughput of critical
information.

Classification: Real-time classification of interferers and
jammers for ECCM.

Autonomy: Dynamically reposition mobile relay nodes.

Synthesis: Generate synthetic message traffic to obfuscate
information gathering.

'ELECTRONICS

Challenge: Deliver the most critical information
to the right place at the right time in a congested
and contest electromagnetic environment.

Solution: Real-time, distributed Atrtificial
Intelligence/Machine Learning for tactical radio
networks.




Ultra Electronics Al Research: Federated Analytics to mﬁ
Increase the Speed of Decisions at the Tactical Edge

* Challenge
« Users are swimming in sensors, drowning in data
* Bandwidth does not exist to push all data to all users

+ Provide multi-domain near-real time actionable
information to tactical users at the edge

+ The gap between national intelligence and tactical
data denies commmanders relevant information for

effective C2

* Solution

- Leverage distributed Al to predict what information
Is needed where

- Dynamically push harvested data required for
advanced analytics

* Proactively push actionable information to edge
users based on mission requirements/operator
queries

- Deliver decision-quality information across the
warfighting spectrum
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Al Limitations: Issues, Concerns ELECTRONICS
| Effect
* Limitations in current Al tech * System accidents
— Brittleness * Al bias
— Explainability o Al safety

— Predictabilit .. L
Y , ° Vulnerability exploitation
— Lack of ‘common sense’ (context

awareness) * Unintended consequences
— Limited cross-training

* Common Al engineering issues
— Reward hacking
— Underdefined objective
— Overfitting
— Human machine interface failure
— Non-representative training data



Disambiguating

Adversarial Al

. Adversarial Examples/Counter-Al
. Al for malicious purposes

Generative Adversarial Networks

(GANS)
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I Counter-Al: Adversary Objectives

Faulty
Decisions Privacy Breach Model Theft

‘ Poisoning Attack
‘ Evasion Attack//Adversarial

Examples
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Privacy Breach: Stealing data from ML models

(Sensitive) training data - model
ML model + query —» answer

ML model + queries — sensitive training data

27



. . Ult
I Privacy Breach: Stealing data from ML models

Face recognition:
model + name — image

Medicine dosing:

model + demographic info | |
.. Reconstructed Actual image

[Examples from Fredrikson et al., CCS ‘15 and USENIX Security '14] 28
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Inducing Faulty Decisions ELECTRONICS

= Data Poisoning S
. : > ° oS
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Taxonomy of adversaries against machine learning at test time?’
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Sample of Adversarial Examples ELECTRONICS

“panda” “gibbon”
57.7% contidence 99.3% confidence
Subtle perturbations cause a neural network to misclassify stop An adversarial input, overlaid on a typical image, can cause
signs as speed limit 45 signs, and right turn signs as stop signs. a classifier to miscategorize a panda as a gibbon.

An example of digital dodging. Left: An image of actor Owen
Wilson, correctly classified by VGG143 with probability 1.00.
Right: Dodging against VGG143 using AGN’s output (probability
assigned to the correct class: < 0.01).
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Sample of Adversarial Examples ELECTRONICS

B classified as turtle [ classified as rifle [ classified as other

Randomly sampled poses of a 3D-printed turtle adversarially
perturbed to classify as a rifle at every viewpoint2 . An
unperturbed model is classified correctly as a turtle nearly
100% of the time.33
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