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Ongoing @FKIE on distributed multiple sensor networks

on semi-autonomously co-operating unmanned air and
ground vehicles for enhanced situational awareness.

all videos by WTD52
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Ongoing @FKIE on distributed multiple sensor networks

on semi-autonomously co-operating unmanned air and
ground vehicles for enhanced situational awareness.

all videos by WTD52
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Soldiers line Llp fora
UGV moving in fron

=

Tracking in an infrared video from an
airborne platform.
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Bearing angle
Ellipses are used to compensate for localizing errors in track fusion. EUEERNGEUELY
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Urban Close Air Support by ISR-MALE, UCAV, VTOL

. « Convoy leaves Camp *Pluto”

« BAR in CAP orbit

* ISR MALE in holding

« Convoy requests air support
with estd. arrival time at *3"

* ISR MALE leaves Holding

. « Convoy enters urban area
* ISR MALE joins convoy

Mwm.m_,

MALE ISR
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MALE ISR GS

BARGS

* Convoy is stopped by |IED
* Attack by terrorists

* VTOL launched
« CAS support by BAR requested

* BAR aborts attack on fleeting
pickup

R — Potentially lethal engagement decision to
be taken by the Forward Air Controller FAC
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Urban CAS experiment: coordinated multiple
UAV for FAC — several degrees of autonomy.

! “,4" ELSDisplay :

VTOL-System,
FKIE / DLR

Here, a person is Forward Air Controller
finally deciding:
: § "

target designation N
engagement
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Just to mention a UCAYV threat of a peculiar kind:
Hypersonlc Maneuvering Glide Vehicles (HGV)

a hypersonic manoeuvrable glide vehicle.

Missile
Launch

Game Changer
rmatlon&Capabllltl S.




19. 6. 2018: DEU - FRA
Letter of Intent for de-
veloping Main Ground
Combat System - MGCS.

responsible persons

goals, environment

Future Combat Air System -
FCAS. 13.7.2017: Letter of
Intent, 6.2.2019: Contract

for a Joint Concept Study.
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responsible persons

Artificially intelligent &
technically autonomous
systems that assist
intelligent perception

& autonomous action.

M < M® =060 = M V

It is “something”
for “somebody”.

It comprises much more
than recent progress in
neural networks and deep
or machine learning —
and is perhaps not so very
“disruptive” after all ...

goals, environment
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resources management

responsible persons

Planning
Opt nm/ 1t10n0
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Lulmprob 08! gOlVlhg

Context
lnnllm

arch

ustering
Fuzzy Logic
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“Inference

A ,zoo" of algorithms,
including NN/ML/DL.

data-driven: lower-level perception.
model-based: understand causality.

goals, environment
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responsible persons

pr— —

domain of -
mission
N N/M I_/DI_ knowledge

situation
knowledge

S|9A8] uonewIoUl

obiect
¥.iowledy ™

Of perception

resources mar.agement
level
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goals, environment
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Al-assisted Perception for Military Action

Need for logical and reliable cognitive tools that

- exploit large sensor data streams,

* make context information accessible,

* use of the heterogeneous sensors,

» check plausibility of sensor information,
* suggest options to act properly,

* help respecting constraints of action,

- adapt to the intention of the user, ...

In general: unburden humans from routine and mass task to
let them do what only humans can do —acting responsibly.
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Robust Al for Robust Systems-of-Systems

* Models, whenever available and for causal reasoning usable.
*NNs, when modeling is too complex and data available (!).

domain domain
knowledge model/inference knowledg neural network
development e training
(off-line) (off-line)
data model-based results data neural network
reasoning processing
(on-line) (on-line) results
- domain knowledge: explicitly « Domain knowledge: via data
- probable causal structures « Train NNs by data!
« transparent data fusion, mgmt. * black-box processing

\
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A function f maps a value x (e.g. a photo) onto a value y = f(x) (person).

Neural network: a function with extremely many freely tunable parameters.
Training: Tune by labeled images” (natural intelligence!) these parameters.
Use phase: Apply the NN to arbitrary images. NNs approximate functions.
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SEQUENTIAL MONTE CARLO FILTERING
WITH LONG SHORT-TERM MEMORY
PREDICTION

Steffen Jung, Isabel Schlangen, Alexander Charlish

Conclusion and outlook

= learns target motion based on data
= does not require a specific model

* has negligible overhead in online filiering

rther researck
« experiments with real world data
= improved architecture for the neural network

*  multiple models

» performs betler than standard SMC methods, especially with low py

FUSION 2019, Ottawa

only Markovian target
evolution models seem practical.

— unaware of “where from & to?”

Idea: Use LSTM NNs to “learn”, how
real world targets actually behave.

— history- & intention-aware predic-
tion within the Bayesian framework.

Example: maritime surveillance with
harbours, routes, observation gaps.

Adds an element of “induction” into
“deductive” probabilistic inference!
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+.007 x

lan Goodfellow

352 SN 37

»panda“ »poisonous noise” “gibbon”
57.7% confidence 99,3% confidence

I. Goodfellow, J. Shlens, and C. Szegedy, “Explaining and Harnessing Adversarial Examples,” Int. Conf. on Learning Representations,
2015.




“The Byzantine science of deceiving artificial intelligence.”

lan Goodfellow
ar ("1987)

TR
SRR

»panda“
57.7% confidence

“gibbon”
99,3% confidence

|. Goodfellow, J. Shlens, and C. Szegedy, “Explaining and Harnessing Adversarial Examples,” Int. Conf. on Learning Representations,
2015.

N. Papernot, I. Goodfellow, A. Swami, et al., “Practical Black-Box Attacks against Ma-
chine Learning”, 2017 ACM Conference on Computer and Communications Security.

“It’s probably fairly easy for an adversary

to fool us, to deceive us. Some of that

may be benign, some of that may not be.”
Ananthram Swami, US ARL, Fellow IEEE

Counter Al = Counter-counter Al = ... & Counter” Al?



The critical questions WHAT? and WHY?

Data driven: Deep Learning

* Boosting: vast data, HW, market meaningful human control:
Enough military data? assistance, NOT autonomy!
adversarial examples

learn along with data

: no “Tell me why?”

Lethal AWS for persons
* target designation
* engagement decision

\
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The critical questions WHAT? and WHY?

Data driven: Deep Learning

* Boosting: vast data, HW, market
» training: Enough military data?

* deception: adversarial examples
* context: learn along with data

* correlation: no “Tell me why?”

Model based: Bayes Reasoning

* “uncertain” logical reasoning
* probable cause-effect chains
* systematic algorithm design
* context-/expert knowledge

topical research, NOT yet solved:
Explainable Artificial Intelligence

Bayesian Deep Learning

* measures of reliability
* probabilistic methods
* integration of context

« scalability, big / sparse data
* robust systems engineering

The philosophical problem of the
qualia: \What is it like? (tThomas Nagel)

Al isn’t “intelligent” — an overpromising name!

\
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Copyrwjitnd Materisl

JUDEA PEARL

WINNER OF THE TURING AWARD

AND DANA MACKENZIE

THE
BOOK OF

WHY

o i (;

THE NEW SCIENCE
OF CAUSE AND EFFECT

2018

Judea Pearl (*1936)
Bayesian Networks

Fellow, IEEE
Turing Award 2011
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responsible persons

A ,zoo" of algorithms,
including NN/ML/DL.

n

Al systems for “serious use
data-driven and model based

predictable, reproducible properties
insensitivity to various “unknowns”

adaptivity to operational conditions
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graceful performance degradation

explainability — basis of certification

resources management

compliance to a “code of conduct”

uoisn

goals, environment

/
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Fusion Engines — Link between Sensors, Context, Action

External Parameters
Sensor Registration, Enviroment

-

Detection Tracking

Operator

Fusion Engine
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Example: context from GIS data

Trajectory
Time= 0 hours 20 minutes

150000

» Intersection bearing with elevation model
=> 3D-Localization 100000

50000

» Line of sight calculation

. .- £

=> exclusion of target positions P

=> avoids track losses ™ soo0o IR R g | TS
> Terrain slope e Piatform

=> possibly exclusion of target positions ~1so000f] © 1Ot

—150000-100000-50000 O

» Road-maps e
=> higher track accuracy and continuity

50000 100000

e, e gﬁ Tilt angle/

Open Streetmap max inclination

Digital elevation model

\
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Context-based GMTI
« Road maps

« Topography
 Refined modeling

target stops target stops

low Doppler  terrain / Doppler occlusion

tunnel
road map



Single target moving on road



Most Precious Context Information: Realistic Sensor Models
Target Tracking using Tensor Representations

Numerical solution of the Bayesian recursion for strongly nonlinear systems

Prediction:
Fokker-Planck Equation (FPE) r t
o _ _\~2Utp) | 1~ 9%(GQGT],p) | [>
E_ ; aXi +§i,jZ=1 aXian J )
Filtering:

Bayes’ Theorem

gk Pkl pOgl 2T
A [dxi plzelxi) p(xgl2*1)

\

~ Fraunhofer

FKIE



Posterior

Likelihood

Real World Likelihood Functions for Advanced
Sensing

Sensors: Passive Radar, TDoA, Camera / Accoustic

*I*I"-

Step 1 Step 2 Step 3

f

Passive Radar TDoA L|keI|hood Camera Likelihood Passive Radar
Likelihood Likelihood
-—
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ASPECTS OF
MILITARY DIGITALIZATION
FOR AIRBORNE ISR
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What are Artificial Intelligence and Technical Autonomy?
A set of mathematical techniques for assisting perception and action

med Search

alue Iteration

Plafmmg
Markov Cha Optlmlzatl 5T mm o

Lon%tx aint %fmihgtlon Loca SearCh

P EGD IR SOl 5

COHt@Xt Xeasonil Information Theory

i)

ot hin Online Sear ch jAnticipation KHOW ed € Pruning

Ba_\‘cS I\ul«f Clustering

cn Trws ‘% ' Fuzzy Loglc
Hierarchi ¢Simulated Annealmg Scheduling inforcement Learni

P l R ] Adaptive Sampling cept Plans s
“Erobabilistlc Reasoiing e 2 dne Thgqryv -
VlSlonLearnlng

Convex Optimisation B 1(]\l ul\m \L 11(11

First-Order Logic U nsup( 1‘\'1%0( I € 11 ning

Events In f er Ericeam=""

Stochze sl]a Games
nble Learr:

\
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“Artificial Intelligence” and “Technical Autonomy”
Our Perspective of Digitalization

From the perspective of “Cognitive ISR Applications”, techniques can be split up:

. . Lut'(l‘ .\"d]'t'h
Minimax ¢

- SUiyPFGblem Solving

Pruning

Probabilistic ['\)]‘I“i’f?(U.]i_lllff“:. Game Theory
Vision. Bl
/ [nference \
Action Perception
Resource Management Data Fusion

Intelligence
Knowledge and Learning

\
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Artificial Intelligence and Technical Autonomy
Our Perspective of Digitalization

~ Local Search

: l\hmm a\ 1
Ut,ﬂlWProbl Solvm g

Context wledge Plunm

Cluste
F 11//} I_n_v:ir

Probz 1])111\1]( I\IL[ Lil%([)1 SHl)h ; (;dlll‘G r:[\ 1'] e()l*}Y

\ smn[ Cetl T111L1 5
Inference

Basis for decision making
Action <€ Perception

Resource Management Basis for data collection 5 Sensor Data Fusion

Intelligence
Knowledge and Learning
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Artificial Intelligence and Technical Autonomy
Our Perspective of Digitalization

~ Local Search

: l\hmm/a;\‘f 1
UtllltYProbl Solvm g

Context wledge Plunm

Cluste
F 11//} I_n_v:ir

I)I‘(;i;H1‘V|‘)“1\irlw\“lr]“( Re 1\() H J (; (_1111‘6 r:[\ 1'] e()r\Y

Heuristic Sea 1 ch
Vi smn[ earnl Nng
Inference
Action Perception
Resource Management Sensor Data Fusion
Supports with Intelligence _ Supports with
underlying models Knowledge and Learning underlying models

==
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Artificial Intelligence and Technical Autonomy
Application Areas

Adaptive/Cognitive Cognitive EW, e.g.

Sensors
Motivation: Arti_ficial Motivation:
. . Intelligence , _ ,
= Full exploitation of capabilities = Changing signal environment
= Reduced operator workload ORI Sl Agile, unknown signals
= Robust performance in varied = Reduced operator workload
environments = Robust performance
= Multi-role system
Sensor Data Fusion (Perception)
Advanced fusion, interpretation and reasoning of sensor data
Resources Management (Action)
Effective management of sensor configurations and resources
Learning and Knowledge (Intelligence)

Understanding of the underlying processes in the environment

\
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Advanced fusion, interpretation and reasoning of sensor data:

PERCEPTION
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Multi-Target Tracking

In Complex Environments

(m
8
(o N W T W SR PR

Sea Clutter Dataset

\
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Multi-Target Tracking

In Complex Environments

Complex environments comprise:

= Multiple interacting objects of
interest

= Environment full of similar clutter
objects
(not of interest — but provides
context!)

Necessary:
= Track multiple objects

= Understand/track the clutter
environment

Range-time intensity (RCS [dBmZ]) plot for dataset TFC15-021

Time [s]

Sea Clutter Dataset

© Fraunhofer FKIE
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Passive Coherent Location: Digitalization-enabled Sensor
PCL using mobile communication signals (GSM, LTE, EAN)

B Base Transceiver Station for illumination

M Localization and tracking of air / sea targets

B A sensor open of cognitivity (Simon Haykin)

COMET@Fraunhofer FKIE

\
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EAN — European Aviation Network
PCL using mobile communication signals

M Hybrid network to provide high-speed in-flight connectivity to aircrafts (S-band)

H(LTE-type transmission (QVOU@ Exploitation as PCL illuminator g

292 Complementary Ground Components (CGC)!

across 30 European countries

B |Inmarsat S-Band Satellite network in supply gaps

® Providers:
Deutsche Telekom
Inmarsat
Nokia

M Launched in spring 2018

R. Nafziger, et al. European Aviation Network, Online Press Conference, 5th Feb. 2018 —
39 ~ Fraunhofer
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40

EAN — European Aviation Network
Ground Station Sites

approx. 300 EAN/LTE ground located
base stations
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Multisensor Fusion
EMS and EO Fusion

Aim:
Track and localize multiple
radio emitters.

Sensors:
= Antenna Arrays
= Cameras (EO/IR)

\
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Effective management of sensor configurations and resources:

ACTION

\

~ Fraunhofer

FKIE



© Hensoldt
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MFRFS Resource Management
Quality-of-Service

Target Engagement Wide Area Surveillance

Quiality of the situation

= Requirement on track .
accuracy for weapon picture
systems = Self-protection

= Self-protection

\
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MFRFS Resource Management

Quality-of-Service

Target Engagement

= Requirement on track
accuracy for weapon
systems

= Self-protection

Required
Qualities

QoS Opti\rl/nisation

Control

200 Accuracy

— QRAM Searching Focus
—  QRAM Tracking Focus
— Rule Based

Time (s)

100

Parameters

Wide Area Surveillance

= Quality of the situation
picture

= Self-protection

Fraction of tracked targets

Completeness

— QRAM Searching Focus
P8 __  QRAM Tracking Focus
|| — Rule Based

e
~

=
=3
T

=
in

o
=
T

o
[

o
[N

=
—

=
=

Time (s)
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Partially Observable Markov Decision Processes
Concept

>t ot L2t

r(x,a;)

T(Xg+1, Aret1)

E T P (g1l X, ag) I:ll Tp(xk+2|xk+1,ak+Q
Xyl X2

Zp~p(Zge|xk) Zie+1~D (Zier1 Xty
ay = m(by)
)
z - ; i z ==y 2 z A&‘. ;
_#3
X X X

Key features:

= Action is selected based on reward from a long future time horizon
= Action is selected online, based on all current knowledge

= Basis for reinforcement learning

\
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Anticipative Control
With POMDPs

= Online decisions, based on all available
_ . information and knowledge
Sequential Decision

: = Decisions met based on possible
Making Process
future events

= Direct consideration of uncertainty

Trajectory Optimisation:

Trajectory
Time = 0 hours 00 minutes

150

100

y pos (km)

-100

-150

X pos (km)

\
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Understanding of the underlying processes in the environment:

LEARNING

\
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Behaviour Learning
Complex Targets

Standard models for object dynamics use
general Markov models

However, actual target behaviours:

= Exhibit long-term dependencies
= Repeat previously observed patterns

T
——Ground Truth
= Track
* Radar Measurements

Radar Position
[3000,0]

=
0 500 1000 1500 2000 2500 3000
X[m]

\
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Learning Signal Sequences
Long Short-Term Memory Neural Networks

Goal: Behaviour model of radar emitters Long Short-Term Memory:
Applications: = Variant of recurrent neural networks

= Deinterleaving, signal identification = Special structure for handling long-term
= Emitter tracking and jamming dependencies

= Threat analysis = Prediction of next value possible
Approach:

= Hierarchical modelling
= LSTM networks

® ® &
f i f
s [Tl A |
| e &
&) ® &©

The repeating module in an LSTM contains four interacting layers.

Source: C. Olah, “Understanding LSTM Networks”, Blog Post, August 2015, https://colah.github.io/posts/2015-08-Understanding-LSTMs/
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Challenges
Cognitive ISR Applications

Learning
= Does the learnt knowledge fit
to the current environment
= When, where is learning possible?
= Is it certifiable? Military decisions?

Trust

= Can an operator trust the decisions?
= Possible impact on training process
= Much better man-machine-interfaces

N
/

Challenges

Reliability and Robustness

= Are the external data sources
available and uncompromised?

= |s my learnt knowledge complete?

= There is possibly ,Cognitive Loss*

y,
\

Vulnerability

= New EA possibilities against cognitive
ISR systems?

= How can a cognitive ISR systems be
protected?

\
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For the very
first time in
Germany, a
large arma-
ment project
will be guided
by an ethics
counsel from
its beginning.

Mdrz 7019

Menschliche Verantwortung als Leitgedanke

bei einem Future Cambat Air System (FCAS)

Was ist FCAS?

207 haben sch die doutzche und franzésische Ra-
glarung daraul verstandigt, gemeinsam ein | Futurs
Combat Air System® (FCAS) zu entwickein. Dieoas
Waorhehen wuida m Hahmen dar deutsch-ranatskchan
Fegierungekonzultationan 2048 bekrifigt. Seiter wur-
clar in Form rationaior Kersoplsticion oo tochrischa
Spezfikationen sines salchen Luftearmpfeyeteme der -
bl formoian.

Andeis as besioranda Lultkampisystams we Tormad,
Eurcfighter oder Asfale wird FOAS deutich mehr sain
Ak our ein Kamprlugeaog, Wenngiich oess Fugzoung
die wasanflizhate Patbormnausntwickiung ist, wird as
BastEnoicil dnos kompleren, vemotion Gosamisys-
tems ean, bestchend sus zehbechen Bnzebompo-
monton, dio @ nach Ensazezonarks somanl m vatound

als auch fir sich penarmmen agieran kdnnen. Ein aol-
char Arsate athdhi richt nur dis Eflssthital, sondem o
méglicht Gusn eine hohe Horpatiiidt mt den Struk-
furan cior MATOH und cor wielor ancon oumpseeher
Partrerrationen. Durch dis offens Systemarchitsédur
kibnnan aucdem beschentds Flartionman wia Furolghier
adar A400M Bastendisil von FCAS werden.

Dia Integraticn diesar zum Tei bemanmean, zum Tad un-
bemanntan Komponentan 2 sinem keldientsn sowis
inceragierendan Geeamtveround erfoigt Uber ein Sya-
tem.of-Systame (S68). Fckm snd dmilchs im Sys.
tarmwarbund imtegriertan Flattiermen Ober ein Combat
Cloud Ecosystam (CCE) mildnanda varkndpl, weo.
dunch alls relsvanten IFformationen fir dis an eiqer Ma-
Elon botaligian Aktounz N Ecntzolt vorgbar eind.

Starkung der deutschen Wissenschafts- und Forschungslandschaft

Flr dis europiische mikansche Luftishnt badauiat FRAS
anen technologischen Cuantanaprung. Wobal der Ein-
salz wametzter Systome in glchaks Parspaktive Bnost
hizin Movvumn mat ist, sordem munshmend di Regel.

Irn Fahmen e Aufteilung der industrislien Zustin-
digkelten wurdo salions dor doutechen und franzoel
schen Fegisrung entschizden, de Varantworiung fir dis
Entwiskung des Maxt Ganerstion Aghter MGF) bol Das-
szt zu verorten, wéhrend Arbus Defenca and Spacs f=-

Ethische und vilkermechtliche Aspekts

Der Ensatz nauer Technokbgien zieht stsbs auch Fragen
othiechor Matur nach gich. Daz git f0r manozu slo So-
raiche, beaoncers aber notdrich flir Scherfeitz- und Vr-
raidlgungstoshnologion, deron ENSstr nanroomas aror
bezanderen Sensbiitat umtadeat und cbemdrain aush
aug VoIKarrachtl chor Pene postive recvant 121,

Im Zenfrum sines FCAS wird auch weiterhin die ba-

manite Kemponente (NEF) siehan Dis wurde van
car Folitk sindeutiy 22 entschiscen und iat Ausgangs-
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derflirend dis Enbwicking und Iniegration der Gasamt-
architektr (SoS/0CE sowie der dos Hamofilugesig
begkiiondan  unbemanmten  Kompenarien  [Ramals
Carrier, AC) dbsrnimmt. Da wishtige Zukunftateshno-
Iegien wie KOnztiche Inseliganz j<], Big Dats Ansiviics,
Krpto-Technologien oder Menzoh-Maschingrzraition
dle zentele Enaky ginor SoS/CCE-Goeamtarcniour
furgienzn, badeutst diss nicht zuletzt eina Starkung des
Wizgonecharte- und Forechungesiandorts Doutech -
land.

punki fir simtiiche weitarpehende fechnolgische und
etraicglecho Planungon. Dahntor etockt oo Prdmieeo,
daaa die rationale menschiche Entacheicung Dreh- Lnd
ANQEPUNES N alen dankbaran FOAS -Misslonzazanaricn
ist. In amdersn Worten, r FOAS olt, wes in der Miita-
nechon LUmfsristrateglke 2016 doe BAWG Dorofs: rr
wnbemannts Luftshrzsges fastgeschisben wards: .an
Watfenai = [erialgt] hbeb lich unter der Kont-
mlle das Manschan™

AIRBUS

Tatsdchich schafft ane So8/C0E-Cesarmiarchitektur dis
Mora_ssctzung dafir, komolexe und undborsichtkche mi-
litériache Ensatzazsrenen der Zukunit so zu ersssen,
dace qine vom Manachan wersntwotots Enteenoidung
Uberhenpt srst ermdaicht wird. Grundiage daflr i ein

b i d in eimili-
cher an einar Mission bateiiglen Akisurs, Di technolo-
gizche Fedulktion von realer Kemploitdat it demnach
&ina gantrals Komponenta eines SoSCOE:

Garada dis Enfwickdung dner miulBsansorisll ausgaleg-
ten SoS/CCE-Architelitur im Fahmen von FCAS er-
migheht &s somit, e Anfardenngan 2 eriiban, dia
als jue in belc' jdae Aecht im Krieq) im Kriegevaller-
rachl festgelegt sinc

»  Diskrimination: Walonwirkung nur gagen Komioat-
tantan, wodurch aine ickenioes Erasaung erfordar-
i

+  \erhilinismiBigkeit: Wahl badrchurgsadéouatsr
WSl 5UT Grundiage ciner | Fre.angagament
collateral damegs predetion”;

*  Woreorge: Vorrang der urelcnaren Frognoss gogon-
Licer der vameintich sichern;

*  Zurgchantarkelt rosningful uman conl®.

Hhzu kommt dio darch oin ealchoe Systom pringiplall
urterstiiria Rechtssicharhat de verahsortsncen Enl-
sonzidar oureh Taneparenta Han diungeapicnan und um-
fassands Ensatadckumentation. Bnen astan Endruck

higrvon kann man berets heuts im Airbus Defence and
Space FCAS-Lab in Manching powinnan, wo unber
Ensatzlb-edingungen und in Echizeit der strukturierte
Draton- und Irfommiation efluss 10r dio Im Eins &z Bafnd-
lichen Pictinnen und Picten simuliert wird,

Die Ertwickiung sinas FOAS badautel besonders tech-
nologiechs Herausforderung an, inabasonders el der
Softwara und o Sicherheit geganiiber Cyber- und
slektronizchen Attacken sowie bai Angrifien durch
sogarannte Autonomous Waeapon Systems* [WWSE),
wizkche in Zukunft von feindlizhen Stasten vermenr an-
QasalFt werren doran. Lim A dailsl Getahren ange-
messan Lnd schnell reagisren 2u kEnnen, karm es erfor-
darlich szin, con Autonomisgrad wn W lfsneystsman
im Hinblick auf menachiiches Fealtionazeiten sowis
die sparifischa Bodmhung orisprochond 71 skalie=
ren. Auch desen Anforderungen, wekche de Faslita-
tan WNtoer Krisgsfihrung bancksichigen, miss ain
FCAS-Gystemcesign Rechnung fragen.

Gleishiwohl glt auch hizr, dass teshnolopische Fahig-
Kedton und r g nicht
getrenni voneinander erfalgen dirfen, Staftdesssn
mues Berelte In der tachneiglechen Entwicki unge-
phasse die Primizse vom unaufiGsliichen und lskri=
glitigon Kriterium dor rationalen  monechlichon
Entschsidung und Vemntworbung fodlauend berick-
sichtigt wardon

Gestaltung des Dialogs zu ethischen Fragen im Rahmen von FCAS

Dlasar Prorass arfoigl im korkisten Fal des FDAS
enoen Dialog zwischen den beteiligieon Akteuren aus
Palitik, Ur sowia WE wnd Foi-
schung. Er ist singebettst in ehen cesamtgssdlachaft-
liznam Digkurs, dar borli= beoonnen hal und oor ung in
den kommeandan Jehren beglsiten wird. &l Plattform fr
dan Austs =ch unglert ena Arbedtegruppa, wakzha ven

Fraunhofer FRIE und Airbus Dedensa and Spaca o
ganisiert und koordiniert wird und in der Verirstsdnnzn
und Yarrater e untanschisdlichen Baiaidhen der Ga-
selzchaf: die tzchnologizche Ertwichurg von FOAS oo
U8, gtnischan und wikemachllionzn Blickosinksin bagiel-
ten werden.

“Human responsibility as a
guiding principle at a
Future Combat Air System”
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Responsible use of Al systems <« Rules of Engagement
mission-specific, legally
discrimination: engagement without surveillance gaps. binding frame of action

challenging in urban environments: multisensor drones

proportionality: selection of appropriate weapons.

basis: pre-engagement collateral damage prediction
precaution: priority of the inauspicious prognosis.
imputability: relevance of meaningful human control.

legal security: transparent options, documentation, ...

o) o)
technical requirement for AWS: RoE-compliance by Design

enabling responsible action to its very end — human command & machine control

\
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Certifiable autonomous cars & Road Traffic Act

mission-specific, legally
discrimination: driving without surveillance gaps. binding frame of action

challenging in urban environments: multiple sensors, Car2Car, ...

proportionality: selection of appropriate options.

basis: pre-engagement collateral damage prediction

precaution: priority of the inauspicious prognosis - driver, pedestrian? @
imputability: relevance of meaningful human control. b

iegal security: transparent options, documentation, ...

technical requirement for cars: Law-compliance by Design

enabling responsible action to its very end — human command & machine control

\
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autonomous cars < Road Traffic Act
iasion-specific, legally

avif Same situation in many Al-  pling frame of action

challenging in urba
<4 Dased systems: drones, lo- |

basis: pre-engagen o o o _
ey | BiStiCS, cONsumer robots, fi- |

el nance bots, smart cities, ...! I

: transp

technical requirement for cars: Law-compliance by Design

enabling responsible action to its very end — human command & machine control
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Distinguish AWS against
* human beings: Lethal AWS

* machines: Anti-(L)AWS AWS Nildagce =
Luftfahrtstrategie

2016

“For unmanned aerial vehicles, the principle
of the "human-in-tlie-loop" and thus the
immediate option of operator intervention
must be ensured at all times. It is and re-
mains the Federal Government's policy that
unmanned aerial vehicles are used exclu-
sively under human control and only in
missions mandated by the Bundestag.”

L
Sl
Bundeswehr

Military Aviation Strategy 2016, German MoD Wit Dienen. Deutschiand.
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Some Closing Remarks on Technical Counter Measures

(L) Autonomous WS Hypersonic WS - HGV

Build RoE compliant Anti-(L)AWS AWS! Global high precision strikes even below
Fairly mature model: anti-drone drones the nuclear threshold against infrastruc-

- tures critical for defence and/or civil life.
L - Classical deterrence credible or politically
= Z= s enforceable? Tiny reaction time: humans?
C-UAS Fusion Engine
Intelligent Shot Guns: SO D An element of well-differentiated threat
programmable Level 2. Classity. - -
orientation of tube options for adversaries between conven-
lonitontiming Ty —— tional and nuclear warfare? Is it essen-
ammunition effect Level 3:  Analyse threat levels. . P ope
UAS-borne Shot Guns Level & Predictpotential effcts tially a political blackmailing technology?
against drone swarms D
also: high energy pulses .
& Research for technical counter measures!
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