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A world of public transport possibilities
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QR/Barcode - 1.1bn journeys (Bus 29% / Rail 41%)
Rail has Single Barcode Standard (RDG 6)
Bus had no Single Barcode Standard

There is no Single Multi-Modal Barcode Standard for UK

q ‘ \ - “Our ambition is for an integrated ticketing approach to allow

‘w ‘ you to buy a through journey for local bus, rail and metro with
SRR 1/ a single tap on your smartphone” (pg32)
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STAG Created a Task Force (TF2) for this 2

b STAG
years ago, which in 2024: e

STAG Task Forces

* Published a standard Specification

for a Multi-Modal Barcode ticket based
on RDG 6;
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Security Review for National Barcode
Ticketing Specification

Foreword

Scope

* Royal Holloway University Security Review
Completed end Dec 24.

1
2
3 Introduction and structure
4 Security Code
41 A Secure Approach
5  Central Intent
5.1.1  Online first
512 Device first
5.1.3 Provider dependent
5.2 Practical considerations
Incident Management and Key Exchange

* Review of non-rail ticket provisions by
Jeremy Meal completed Dec 24.

<]

7 Accreditation of Standards for Retailers
&  Paper barcodes and accessibility
9

- 2w NN N N DO ® WM

Independent incentivised agents

10 Conclusions

(X

11 References

1 Foreword

. 9 . .
T ey dow sxains e propsed et UK Natonel arode pto e Reviewer’s recommendations incorporated
transport ticket. The goal of this specification is to overcome the current fragmentation

«caused by proprietary solutions, facilitating seamless multi-operator and multi-modal travel
for passengers.

As a national standard that seeks to unify public transport systems and enhance M M M M M M

accessibility, security is paramount. The widespread adoption of barcode-based ticketing I n t O t e I S S u e Ve r S I O n O t e S e C I I C a t I O n
introduces potential risks, including data integrity, privacy, fraud prevention, and system b
resilience. This review aims to idenlify these risks, evaluate the robustness of the
specification's security measures, and ensure the proposed solution meets the highest

standards for protecting both operators and passengers.

By addressing security concerns comprehensively, this review supports the vision of a
seamless, secure, and efficient public transport experience, removing barriers to adoption
and confributing to the growth of sustainable transport solutions across the UK.
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Oxford Parkway was Live Test Venue
Test was March 12th 2025

Rail (single) Plus Oxford Period Pass
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Ticketer ETM / Single QR Code Rail & Bus
Transmach ETM / Single QR Code Rail & Bus
Arrive ETM / Single QR Code Rail & Bus

Rail Gate / Single QR Code Rail Only

Rail Gate / Single QR Code Rail & Bus

W
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National Multi-Modal Barcode Ticketing

Pilot Test Report
March 2025

Introduction
This report covers live testing conducted in Oxfordshire and Scotland concluding
the National Multi-Modal Barcode Ticketing (WMBT) pilot,

MNMBT is an initistive to creste = standard for barcode based public transport
ticketing in the UK. A specification has besn developed using the existing rail
barcode specifications as a basis, allawing full interoperbility betwesn modes.

The objective of the pilot was to demaonstrate that = barcods containing both rail
=nd non-rail tickets could be accepted by both rail gates and non-rail validators.
Summary Results
Two Pilats were conducted:

- At Oxford Parkway station supported by Chiltern Rail, Oxford Bus [Go

head) and Our Bus Bartons; and

- At Glasgow supported by ScotRail and Edinburgh Trams.
At Oxford Parkway, pdf barcode tickets provided by FastfaiTigktiog.vere:

- Accepted by Ticketer and Trapsmash, bus electronic ticket machines,

- Rejectsd by Cubic gates with error code 42,
At Glasgow, barcade tickets provided in a mobile phone app by Blacks, and
Tassis, were:

- Accepted by a Elwdicd handheld Edinburgh Trams validatar,
- Rejectsd by Cubic gates with error code 19,

Contents

- References

- Detailed test reports
o Oxfordshire
o Scotland

- Annex: Test Strategy

National Multi-Modal Barcode Ticketing

References.

- RSPS3001 Barcode ion, Kay a and Data (RDG)
- The Nationzl Multi-Modal Barcode Ticketing Specification 11.0

- NMBT Pilot bus ticket data proposal 20230129 (Oxfordshire)

NMBT Scotland Pilor bus ticket data proposal 20230203

NMBT Pilot Test Strategy and Test Scripts 20230215

Oxfordshire Testing

Testing was conducted on the 12 of March 2025 at Oxfordshire Parkway
station, supportad by:

- Chiltern Trains,

- Cubic,

- EasrRaiTicketing (FRT, rickets),

- Oxford Bus (Go Ahesd, Vehicle and ETM),
Ticketer [ETM)

- TwArsmash, (ETM)

A single rail ticket was crested by FRT, which was:

- An Anytime rail single valid from Ouxford Parkway to Oxford,
- Provided as a rail only ticket used for the rail only test, and
- Provided as a rail + bus combined ticket used for the combined test.

The bus ticket was a pericd pass type creatsd specifically for this pilet.

FRT provided a second ticket on the day, allowing the testers to confirm the
outcome when the ticket was presented to the gat=.

Note that the tickets were provided as PDF files, displayed on a mobile phene.
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Phase One
Report
Published

August
2025

Delivering UK Policy for a
National Digital Standard for
Intermodal and Interoperable
Barcode Ticketing

B e SAME) STAG e [T IR

mer
for Transport

Contents

Executive Summary

Introduction

Background
> Rapid Growth of Barcode Ticketing
> National Policy

> Overview of Current Bus Electronic Ticketing Machine
(ETM) Market in the UK

> The National RSPS3001 Barcode Specification for Rail
> Opportunity for National Scale-Up
> The Smart Ticketing Advisory Group (STAG)
> The Connected Places Catapult and TRIG
The Project
> Governance - The TRIG National Steering Group
> Project Stages — TRL Programme
> Objective 1 - Creating the Specification

> Objective 2 - The Security Review

> Objective 3 - NDAs and Supplier Selection
> Objective 4 - Pilot Projects
> Oxfordshire Pilot ~ March 12, 2025
Scotiand Pilot ~ March T, 2025
> The pilot outcomes and lessons learned
> Objective 5 - From TRL 2 to TRL 6 - Lessons Learned

Conclusion and Recommendations
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Core Lessons Learned

1. Rail Gates unable to Ignore RSPS3001 Empty Data Block
2. Limited ability of Rail barcode to host single multi-modal ticket
3. Ability of New Spec to Deliver Single QR for Non-Rail Modes
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Status Today

1. Refreshed Security Code & Specification
2. Funding Request to DfT for Phase Two funding
3. Certification Options being developed

4. Live, decent scale Pilot to test with Customers.

STAG STAG / TF2-n2607

STAG TF2 - Multimodal Barcode Ticketing
The NMBT Refreshed Security Code
CONFIDENTIAL

This paper describes the operation znd use of the NMBT Refrashed Security Code.

The intenticn of the code is that it prevents simple copying of barcode tickets, by
adding a secure code value to the barcode ticket data which is updated
pericdically. |

Clearly this technigue only works when the barcode ticket is stored in and
displayed by =2 mobile phone, using either an App or a capable wallet'

Relatio nship between ticketdata and the refreshed security code

Ticket Expiry
Date + Time

Operation
The phone calculates the refreshed security code periodically, at a rate determined
by the ticket owner. The code data includes = date + time stamp and is hashed

using @ secure algorithm?,

The code is then appended to the ticket data and the barcode is displayed.

The validator reads the barcode data and uses ticket data to calculate its own
wersion of the refreshed security code, which it tries to match against the security
code contained in the barcode. Because of probable discrepancies in the time of
czlculzting the code, the validator may have to calculzte the code several times,
using different time settings, before a match can be obtained®. Note that the
aranularity of the time value is one second.

‘1L is mat clear whether wallels will o will net be capable of supperting this method.

* The SHA 256 algorithm is used. This is 2 "one way” function, meaning it is net
realistically practical to reverse it to discover the original data (with current technolagy).
' This may seem inconvenient, but the use of a hesh avoids the key distribution and
security concems arising with a secret key encryption algerithm.
Fage 1 of TAG TFZ 2807 the
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e Single and Return tickets including multi-leg and timed versions,

* Period (season pass) tickets,

e LELL LN . Siorcd rides and Stored pass tickets,

(This is the B_Ticket) W Concessions, and Account Based Ticketing (ABT) tokens, supporting both

ABT and Maas.

* Standard rail tickets (excluding reservation data),

Rail plus Bus or Tram or
Ferry in a single
barcode
(A Standard Rail Ticket [N ABT tokens (supporting Maa$).

* Basic Non-rail Singles and Returns,

* Basic Non-rail Period tickets, and

SN\ G R N4/ G4 Concessions, stored rides/passes, multi-leg, timed tickets and storage of

some geographic location methods are not supported
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Phe

Dynamic
Ticket type
yp (refreshed)
Rail (only) Standard rail ticket Possible
Non-Rail only NMBT B_Ticket Yes

. . Rail ticket + NMBT .
Rail + - T
ail + Non-Rail C Ticket Yes (C icket only)
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Supplier Mobilisation — A National Town Hall Event to bring together:

Ticket retail providers
Gateline suppliers

Reader manufacturers
Mobile app developers
Back-office system providers

Purpose:
« Formal release of the final specification
« Technical clarification
« Adoption pathway discussion
« Supplier implementation planning

Aim - to ensure a coordinated and consistent
market response.
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Supplier Mobilisation — A National Town Hall Event to bring together:

At least two live multi-operator trials will be
delivered to:

Test full encryption compatibility

Validate updated rail gate software

Assess real-world passenger behaviour
Confirm interoperability across multiple regions
Generate evidence for policy endorsement
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