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TECHNICAL CHALLENGES GROUP
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SUBMARINE SYSTEMS CHALLENGES NAVAL

TECHNICAL CHALLENGES - CYBER SECURITY GROUP
Cyber threat is rising With specific submarine constraints
= Multiple attacks = Operational continuity

= Multiple vectors = Less operators

= Multiple targets = |solation
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ARCHITECTURAL EVOLUTIONS
SEPARATION OF RESPONSIBILITIES
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SUBTICS® Common Computing Environment allows different separation
of responsibilities models with equipment suppliers or local partners
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MAIN AXES OF EVOLUTIONS
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TOWARDS AN INTEGRATED SMART OPERATIONS ROOM GROUP
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TOWARDS A WEB SERVICES ARCHITECTURE GROUP
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OPERATION EVOLUTIONS NAVAL
MAIN USE CASES OF OPERATIONAL EFFICIENCY IMPROVEMENT GROUP
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CYBER SECURITY NAVAL
TOWARDS A CYBER SECURED SUBMARINE GROUP

User centric Cyber Management System
= Easy to use by a non specialist operator
= Adapted to submarine constraints

A submarine level approach

= Protection measures by design
Cyber secured common computing environment
Equipment cyber security requirements

= Cyber Management System
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