MDA 4.0 benefits, vulnerabilities and security aspects of the fusion process

Rolf Muller, Head of Sales and Product Management CMS
Prof. Dr. Koch, Head of Data Fusion, Fraunhofer FKIE

... a sound decision Z Fraunhofer 1L ATLAS ELEKTRONIK

FKIE
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Outline of presentation

« ° e

~) Motivation & Background
a . "

. szt Evolving Technologies

\DUSTRIAL DATAISPA’

== Situational Awarness

NIK Group/ 2 1L ATI.AS EI.EKTRONIK



Motivation & Background
Background

Cyber Physical Systems

Threats

COTS /
civil products

Model Based System
Engineering, Open Source
Middleware, OMG
Standard,

high focus on usability and
user control.

Fully automatic

(Sensor Data Fusion,
Tactical Situation Analysis,
Threat Evaluation, Weapon .
Control), Fully distributed IT Secu rlty
system, high redundancy,

Publish / Subscribe

Middleware, COTS based Multi Link System, C4l

Semi-automatic, user

controlled, Multi Link System, C4l

redundant, centralized
architecture,

Special HW & SW & Tools
Milita ry Tactical Data LINK

Hardware
(Full Control)

The ATLAS ELEKTRONIK Group/ 3 1L ATI.AS EI.EKTRONIK



Motivation & Background

Background

Web Y[ Mobile ) ¢ Voice \( Web Y[ Semantic [ Privacy,
Applications Services Web Security

XHTML XHTML Basic VoiceXML SOAP OWL P3P

SVG CDF Mobile SVG SRGS MTOM SKOS APPEL

SMIL SMIL Mobile SSML WsDL GRDDL XML Sig
XForms XForms Basic CCXML WS-CDL RDFa XML Enc
€587 XSL CSS Mobile EMMA WS-A POWDER XKMS
WICD MwWI BP RIF

Web Accessibility / Internationalization / Device Independence / Mobile Access / Quality Assurance

XML, Namespaces, Schemas, XQuery/XPath, XSLT, DOM, XML Base, XPointer, RDF/XML, SPARQL
XML Infoset, RDF(S) Graph ,

Web Architectural Principles
\

URI/IRI, HTTP

One Web

Internet

Handcrafted Orchestrated & Configured
Frameworks & Standardized

Handcrafted

f-:o-:‘ e

: ~ W
- A<
Military

Host Development

Open Source / Commercial
Development Environment

Environment
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. .. . ‘ Motivation & Background
Trends in Maritime Security

Lagebild

= Remote Sensing

= Unmanned Systems
= Autonomy

= E-Maritime

= Networked
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Situational Awarness

Features of state of the art CMS systems

Mission eFusion of organic and 3rd party Information Sources

Unmanned Syste ms Manage- *|dentification and Classification

ment eTactical Data Links and Military Messages

Air Control *HELO, MPA, CAP

Electronic Warfare

Fire eAAW, ASuW, ASW
Search & Rescue C t | J . t F . MPEC
. . ontro eJoint Firing.
Asymmetric Warfare Anti-Air Warfare &
Anti-Submarine Warfare R Anti-Surface Warfare €2 Core NATO-Compliant 'y
X Identification and |
. Classification \
- Track:Management \
] - T 9 i oL e (STANAG 4162) . ¢ ASMD
Naval Gunfire Support/Joint Firing Tactical Picture Compilation Real Time
j : Threat Evaluation | s AASYW

Data Link Operation

Weapon Assignment Lethal and
Planning and Non-Lethal
Operation Support Engagements

Automatic eanalyseable
teisebecognition. eValidated and Verfified

(Vey) Long
Term
Support

*Min. 15 years plus
*Up to 30 years plus

TrUSted Networks eHandling of secret data
IT Security
(JDN/TDL)

eStrict access control
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Situational Awarness

Evolution — Next Generation CMS

Mission
Manage-

Gated Vlewmg e ; " face W ment

Air Control

Autonomie

Fire
Control

Search & Rescue

Data C2 Core NATn-Complzannlv‘__

1 Identification and “w“'
Consistency Secure Cyber e

GatewayS Tactical Picture Compilation TaNeL A l Real Time
Management Threat Evaluation |

Data Link Operation

h "Weapon Assisnment Lethal and

lPl:nnlng}and 4 Non-Lethal
 Operation Support Engagements.
Advanced Information ‘

Upgrade Overload

Sys_tem Control Flow \ Automatic
Monitoring Control Target Recognition

Secure UxV (vey)tong
Services Support
Trusted Networks P—
(JDN/TDL) =

Evolving Cyberspace and Technologies ... @ Connected Open Standards Private Cloud
High innovation rate ... Virtualization Al Frameworks
Long Term Support (3-5 years) ... Natural Ul / AR Semantic WEB
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New level of situational awarness

New Technology (SENSOR) New Warfare Area
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Integration of Assistance in CMS Domain

¥

M Sarwen TOA  AAsyw Sarsen | Smone  EO Bectyo Optcel | OF Buaton | COngmenng - Atiiteve B
cooas

SR U e
Assessment

vevrn

TG

=
e
= | <z -
K28y
e
ym |
Motes A0 YO SattgY | Peter Tty CPA oy 185
1) trach (s, 40N BEM DY GAC  EnoStt

|
R w

" _ 2nd part:
: 7 Fraunhofer Data Fusion as technology
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for cyber defence!
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Situational Awareness for Future Combat Management

Need for logical and reliable assistance that

* exploits large sensor data streams,
 makes context information accessible,

» uses of the heterogeneous sensors,

* checks plausibility of sensor information,
* suggests options to act properly,

* helps respecting constraints of action,

* adapts to the intention of the user.

in general: unburden humans from routine and mass task to
let them do what only humans can do — acting responsibly.

__——
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Situational Awareness for Future Combat Management

Array-Sensor
Signals '
Basis for
Decision
Support

,hard*

Multiple
Sensor Data
Observer
Metadata
Context
Knowledge

., SOft"

Data to be fused: imprecise, incomplete, ambiguous,
unresolved,
false, deceptive, hard-to-be-formalized, contradictory, ...

__——
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Situational Awareness for Future Combat Management

Array-Sensor
Signals '

Context \
Knowledge
class, identity, interrelations (incl. communications), history,

Multiple :
Fusion, Computational Sensorics, ... Bas'_s_for
Decision
(" Condensed Information on Objects of Interest )
(13 . . . .
,,SOft patterns, behavior, sources/sinks, traffic analysis, anomaly

Mapping of a dynamic over-all scenario
Observer onto near real-time “situation pictures* Support
Metadata
\ Existence, number, geolocation, time, behavior, properties,
\§ detection, ... J

Data to be fused: imprecise, incomplete, ambiguous,
unresolved,
false, deceptive, hard-to-be-formalized, contradictory, ...
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Fusion Engines — Link between Sensors, Context, Action

External Parameters
Sensor Registration, Enviroment

~>

Operator

Detection Tracking

Fusion Engine

Resources Classifi-
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An often implicitly assumed, but decisive prerequisite:

Integrity of Sensor and Context Data
Do the data correspond to the expectations?

Signals
Measurements
Classifified tracks
Situation vignettes
Mission data

Fusion may turn
to confusion,
management to
mismanagement.

® unintended malfunction ® unreal artefacts
@ malign intervention ® blind spots of Al
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Fusion when sensor data are potentially corrupted

Data from distributed —) | Learn, check

sensor: —) | sensor models.

radar, sonar, camera, —— Fuse

AlS, microphone ... e
—

!
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Situational Awareness for Future Combat Management

Methodological Core: Five Pillars

B Statistical Estimation
B Combinatorial Optimization
B Statistical Decision Making
B Machine Learning: Al

B Control and Game Theory

Highly developed, mathematically founded knowledge

Boosting: ITC and Platform Technologies
economy-driven: deep learning

L
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Paradigm Deep Learning

Neuronal networks: long been known
Boost: massive data, GPUs, tensor flow
Correlation only: no Tell me why?
Purely phenomenological approach
Problem: prior knowledge only via data

Paradigm Bayesian Reasoning

* Logical reasoning under uncertainty
* Probable causal chain structures

* Systematic algorithm design

* Physical, context, expert knowledge
* Not yet a “perfect” hardware

The ATLAS ELEKTRONIK Group/ 18

Currently under research:

Bayesian Deep Learning

« Represent uncertainty

* Use of stochastic methods
* Incorporate context data

* Probabilistic MoP, MoE

* Origins in the 1990ies

 Problems: scalable, big data

!
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Future Combat Management

Al for Combat Management

— common, role-oriented
situation pictures

Prerequisite

to lead, to protect, to act

based on:

multifunctional sensors
mobile sensor platforms
comprehensive networking

Key role:

system-secure multiple
sensor / platform / effector
networks

mission, environment # Fraunhofer




Information assessment

Future Combat Management
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Future Combat Management

mission
knowledge

situation
knowledge
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Resources
Manage-
ment Chain

Future Combat Management

mission
management

situation
management

object
management

signal
management

measurement ‘
management

mission
knowledge

situation
knowledge

object
knowledge

measurement
knowledge

signal
knowledge

mission
assessment

situation
assessment

object
assessment

data
processing

signal
processing

mission, environment

Classical
Tracking &
Data Fusion

Classical
Signal /
Image
Processing
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Intelligent
Sensing

Knowledge to action

Future Combat Management

mission
management

situation
management

object
management

measurement
management

signal

mission
knowledge

situation
knowledge

object
knowledge

measurement
knowledge

signal

mission
assessment

situation
assessment

object
assessment

data
processing

signal

Knowledge-
based Fusion

Knowledge
Bases

HumiINT,
taxonomies,
ontologies,
context, ...

management . knowledge - processing

mission, environment
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Future Combat Management

The same picture for
multifunctional sensors!

C\\a““e\s

mission, environment # Fraunhofer
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Combat Management Systems Design: dominated by artificially
‘intelligent’ data exploitation in comparison to classical hardware.

Individual sensors: embedded into multiple sensor systems
of mutually complementary and heterogeneous sensors.

Multifunctionality: predominant factor, i.e. the shared use of the
same sensing hardware to achieve several specialized goals.

Place emphasis on data integrity aspects!
Comprises navigation and cyber security.

Emerging Sensor Fusion Engines: “cognitive” w.r.t. scenario and
mission requirements, massive external knowledge bases.
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National Testbed: Scenario

Plot data Navigation data

.
.
‘.O “ .0 C d
Compressed ¥ Unreliable, lossy s -OmMpresse
. .
plot data . connection :0\ navigation data
o . o
3 o .

Plot data Navigation data

\
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Laboratory at WTD81, Greding, Germany

UNIT 1 UNIT 2 +3
(Increment [) (Increment Il)

N\
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