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RTI in the Industrial loT

e RTlis the largest embedded middleware vendor

* 1000+ designs, many real-world programs
across industries

* Full DDS, tools, services, support, secure
and certified versions

* About 200 people

7 OsA ey
@) ) AUTS industrial infemet
PP/s ) S QLR Q CONSORTIUM

ROS e EINNE  FRGES

R > (lQ—' o
Qs n MDPRP  JlICE AVHW

An Overview of Data Distribution
Service (DDS)




4/15/19

OMG Data Distribution Service

* First version of the DDS standard
was released in 2004

* Most recent version (v1.4) was
released in April 2015

* “Data-Centric Publish-Subscribe
model for distributed application
communication and integration”
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What is the Data Distribution Service... ?

DDS is ideally suited to applications that are required to share large
amounts of data in a fast, secure, scalable and reliable way

It was originally designed for mission critical systems and is now at
the heart of many Open Architecture initiatives in A&D

It’s TRL-9 technology used widely in the “L” parts of LVC systems
It’s widespread use in military systems has led to strong interest in

the simulation and training market

DDS is Publish-Subscribe, Data-Centric and Peer-to-Peer

— enabling location transparency, decentralized operation,
dynamic scalability and real-time performance
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Connection via the DDS Databus..;

Health Monitor Device Contro!
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Connection via the DDS Databus...

DDS provides an API to
the programmer (which
RTI wrap in language
bindings) to enable data-
centric access to your
data.

A Data Model (written in IDL)
describes the data in the system
and allows DDS to ‘understand’
and manage data in the system

appropriately.

f

DDS abstracts the
application away from
the Operating System
making the application

less complex, more
portable and transport

agnostic.

Data is cached at the ,
endpoints by DDS k
(based on the QoS

settings); the
application always
has the data it

DDS operates

give real-time

requires when it
requires it.

peer-to-peer to

performance and
meaning there is
no central server.

Data flows are configured via
Quality of Service settings that
define how data is delivered
between nodes in the
distributed system. In DDS
terminology these data flows
are called Topics.

DDS optimises network
usage by filtering data
appropriately (at either
source or destination) and
only delivering data when
and where it is needed.
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About Data Centricity

Data Centricity Definition
a) The interface is the data.
b) The infrastructure understands that data. zgr::’te Jpiects

c) The system manages the data and imposes Application Application
rules on how applications exchange data.

Application Application

Message centric

—

Database Dataus

Data centric sharing and

Data centric storage and
filtering of future data

searching of old data

SELECT * FROM ShapeData cft = create contentfilteredtopic with filter(
WHERE color=‘RED’ AND shapesize > 10; ”“MyFiltered_topic”, ShapeData_topic,
”(color MATCH ‘RED’) AND (shapesize > 10)”, .. );

£
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The IIC Layered Databus Architecture Pattern

r o000 Ke@T o2

2N |
industrial intemet
CONSORTIUM

Databus
Gateway
- The Industrial Internet of Things
Volume G1: Reference Architecture
Databus s
Gateways 2
1 | 1
S|E|e
£|e Local Control Fluid
s|9|= Station Controllers Actuators
G
Z|w
=

Thermal Equipment
Health Monitor

Sensors Acoustic -

Pressure b

~_‘ —

©2019 Real-Time Innovations, Inc




4/15/19

Why DDS ?

Faster Standards

Data-centric Resiliency Performance Hevelopment based

Naturally High Minimum SOA-like No vendor
modular reliability latency architecture lock-in

Naturally Maximum Maximum
scalable up-time throughput

Securing the Data on Distributed
Systems
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Associated Threats

* For DDS based (distributed) systems, the four most relevant
threat categories are:
1. Unauthorised publication
2. Unauthorised subscription
3. Tampering and replay
4. Unauthorised access to data by infrastructure services

Trusted
Authorised Authorised Infrastructure Malicious
Publisher Intruder Subscriber Eavesdropper Service insider

DDS Databus

©2019 Real-Time Innovations, Inc

Approaches to Protect DDS

* Transport Layer Security [_m_]

* Fine-Grained Data Security ggg

©2019 Real-Time Innovations, Inc
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Transport-Level Secure Data Transfer

B—a B8

* Can use TLS or DTLS

* Method involves:
1. Authenticate
* Verify your identity
2. Securely exchange cryptographic keys
3. Use keys to:
* Encrypt data
* Add a message authentication code

Limitations of Transport-Level Security

B—a B8

* Can be inefficient: all data is encrypted and signed
— Application data and metadata
— Regardless of whether confidentiality and/or integrity are required

* Poor latency and jitter: usually runs over TCP

* Not scalable: no multicast support
— Even with DTLS over UDP

* Apps are authenticated or they’re not

* No inherent protection against insider threats
— E.g.: authorized subscriber but unauthorized publisher

* Access control has to be done at application level




4/15/19

Fine grained DDS Security

@AG DDS Security Standard

* OMG released the DDS Security
specification (v1.1) in July 2018

* Collaboratively developed by a
number of DDS vendors

e Defines:

eeeeeeeeee
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— DDS Security Model s
L ”:' f idl

— Service Plugin Interface (SPI)

mmmmmmmmmmm

Architecture

ooooooooooooooooo
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OMG DDS Security Standard

* Based on OMG DDS Security spec

* Built-In Plugins

— Little to no change required to DDS
applications

— Security is configured through XML

« Optional SDK available to customize
plugin behavior

* Runs over any transport
— Does not require TCP or IP
— Secure Multicast for scalability, low
latency
* Completely decentralized
— High performance and scalability
— No single point-of-failure

Application

Authentication

Access Control

DDS Core
Library

Cryptography
Logging
Data Tagging

Any Transport*

(e.g., TCP, UDP, multicast,
shared memory...)
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@AG DDS Security Standard

* The Service Plugin Interface (SPI)
Architecture defines interfaces for five
plugins

— Authentication
e Verification of the identity of an application
— Access Control

* Allows enforcement of policies (e. g write
access to a topic)

— Cryptography

* An interface to crytographic functionality
— Logging

* Auditing of DDS Security related events
— Data Tagging

* Enables adding tags to data samples

Application

Authentication

Access Control

DDS Core
Library

Cryptography
Logging

Data Tagging

Any Transport*
(e.g., TCP, UDP, multicast,
shared memory...)
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Fine-Grained Data-Centric Security

* DDS Security provides fine-
grained security in
distributed systems

* Enables the securing of
individual data flows
(topics)

* In the system shown here
the SetPoint data item
should be secured

— Transport level security

(TLS) provides only partial
protection

Pressure
Sensor

M

State

Analysis

Control Operator

SetPoint

Fine-Grained Data-Centric Security

* DDS Security provides fine-
grained security in
distributed systems

* Enables the securing of
individual data flows
(topics)

* In the system shown here
the SetPoint data item
should be secured

— Transport level security

(TLS) provides only partial
protection

Pressure
Sensor

iyl

State

Operator

SetPoint
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Fine-Grained Data-Centric Security

* DDS Security enables fine
grained security of a Topic

— For example, for SetPoint, for
Authentication and Access Pressure

Control Sensor
* Only specific
modules/apps will then
be able to access the
Topic, e.g.
— Operator can publish SetPoint

— Operator can subscribe to Setpoint
— Control can publish Setpoint

* Modules/apps without
the correct security

SettingS will not have State Alarms ~ SetPoint
access

Databus

M
|

Analysis Control Operator

Fine Grained Control to Optimize Performance

* DDS Security allows very fine grained control of security

— Choose from:
* Unsecured (data sent in the clear without a signature)
* Signed with a Galois Message Authentication Code (GMAC) for integrity
* Encrypted and signed

— Configurable per:
* Domain for metadata (discovery, liveliness)
* Topic (whole RTPS message or user data only)

13
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Transport Security vs DDS Security

DTLS /
Unicast

DDS
Security /
Unicast

DDS
Security

DDS
Security /
Multicast

m D DDS
Security

L]
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Performance

Throughput for 32 byte samples in 8K batches
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* DDS Security provides an 120000
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Conclusions

* DDS is a mature standard from OMG
— Focuses on efficient data-distribution for real-time and high-performance systems

— Mandated and Deployed worldwide in Military systems and other demanding real-time
applications

— Platform neutral, with a Portable APl and Interoperable Wire Protocol
— Highly Tunable via Quality of Service (QoS) 77 N
* DDS is extended with a OMG managed specification for Security P\D/s

— Granular data security

— Pluggable architecture for customized protocols [;1’ '.‘ {a
; T =

— Runs over any transport
— Optimises network usage with support for security over multicast
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Thank You
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