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ABMS expects to use latest ISR technologies from current and emerging systems and ultimately connect 
satellites, drones, ground/space sensors and manned surveillance aircraft seamlessly in real time over fast-
changing, dispersed combat area of operations. 

E-3A   AWACS 
USAF / NATO Airborne 
Early Warning &
Control (AEW&C) 
aircraft (Produced 1977-92)
68 Units  ( ~ 57 operational )

E-8C   JSTARS
USAF Airborne ground 
surveillance, battle 
management and
command & control
aircraft (Produced 
1991-2005)  [17 Units] 

New ultra-complicated Advanced Battle Management & Surveillance (ABMS) system is coming by 2040s

This initiative delineates a path forward for AF Joint Surveillance Target Attack Radar System (JSTARS)
platform. The emerging plan reflects AF considerations about whether the large and “not-so-stealthy”
manned JSTARS platform would remain functionally useful in a modern high-tech/threat environment. For
past decade USAF considered alternatives for its replacement.

A. McCullough, “Life After JSTARS,” Air Force Magazine, Apr 2019, 

http://www.airforcemag.com/MagazineArchive/Pages/2019/April%202019/Life-After-JSTARS.aspx



Currently Situational Awareness Data Link (SADL) Communications occur thru 
Link-16   &  Newer / Complementary  Link-22 

The new ABMS system will utilize different more modern communications



With the Multitude and Complexity of signals out there (Communications, command, 
control, navigation, telemetry, etc) and the ever increasing use of software, it becomes 
more and more difficult determining which ones are real and which are artificially 
introduced while the real ones are being Blocked / Denied, which belong to a Friend and 
which to a Foe ?! 

The New ABMS system will utilize different means of identifying communications signals

Thus, as technology becomes more advanced and complicated, Complex Signal Source 
Detection / Identification becomes more and more of an issue .

To accomplish this task, various Automatic Modulation Recognition (AMR) techniques have been 
developed for the past 3 decades, which are an intermediate step between Signal Detection and 
Demodulation / Use . 

However, until recently most of these techniques were developed for Single Input Single Output 
(SISO) communications. But the most recent systems increasingly use Multiple Input Multiple 
Output (MIMO) concept even on a very massive scale, such as the new Active Electronically 
Scanned Array (AESA) phased-array antennas .

In Multi-User MIMO, certain element groups / sections of an AESA antenna can be dedicated to 
specific / different users simultaneously.



J. Mitola III, “Cognitive Radio for Flexible Mobile Multimedia Communications,” 

IEEE Workshop on Mobile Multimedia Communications, pp.3-10, Nov 1999.

Dr. Mitola graduated from KTH Royal 
Institute of Technology, Stockholm.
Currently at Virginia Tech, Arlington
Director of Hume Info Systems Lab.

Automatic Modulation Recognition (AMR) originated as part of Cognitive Software Radios research 

The „Godfather” of 
Software-Defined
Cognitive Radios

The main framework for operation of cognitive radios is the cognition cycle employing model-based reasoning

Every Modern Intelligent SDR Receiver Employs this scheme



Modern Communications Signals

In the latest 5G Communications to be introduced, as compared to the current 4G Standard:

 There is an underlying shift from Base-Station-Centric to User-Centric Communications 

Where a device/user may be connected to several Base Stations (BS) / Control Centers (CC) /  
Transmitters (Instead of 1) with varying distances and signal strengths in between

The Number of BS/CC and Devices/Users/Sensors is expected to grow dramatically in 
near future    Internet of Things / Everything  ( IoT / IoE )

Base-Station-Centric User-Centric



Complex Signal Source Detection / Identification Process for Modern Communications Signals

A 2-Step Process:
1) Discrimination between Single Carrier (SC)/SISO  &  Multi Carrier (MC)/MIMO signals                

=> Detection of absence/presence and type of Space-Time Block Codes (STBCs) &     
Number of Transmit Antennas

2)   Determination of actual Modulation Format employed by signal (AMR Techniques)

Three types of STBCs:

1. Spatial Multiplexing                               2.  Alamouti                            3. Index Modulation

Serial Data Blocks

Matrix-Wise Data Blocks

Random Index Data Blocks

E. Basar, “Index Modulation Techniques for 5G Wireless Networks,”  

IEEE Communications Magazine, pp.168-175, July 2016.



Overview of Complex Signal Source Detection / Identification Techniques – STBC 

STBC Identification

MC / MIMO SystemsSC / SISO Systems

FBFBLB

ALRT SOS CoP Signal Cyclic 
Statistics

(2nd Order)

Signal  
Statistics

(2nd Order)Signal  
Statistics

Signal Cyclic 
Statistics

Goodness-
of-Fit Based

Legend

LB – Likelihood-Based                   ALRT – Average Likelihood Ratio Test              SOS – Second Order Statistics         CoP  – Code Parameter
FB – Feature-Based

Y.A. Eldemerdash, O.A. Dobre, M. Oner, “Signal Identification for Multiple-Antenna Wireless Systems: Achievements and 

Challenges,” IEEE Communications Surveys & Tutorials, p.1528 (Fig.3), Vol.18, No.3, Third Quarter, 2016.



Overview of Complex Signal Source Detection / Identification Techniques – AMR 

AMR Techniques
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LB – Likelihood-Based                   q/ALRT – quasi / Average Likelihood Ratio Test                 q/HLRT – quasi / Hybrid Likelihood Ratio Test
FB – Feature-Based

Y.A. Eldemerdash, O.A. Dobre, M. Oner, “Signal Identification for Multiple-Antenna Wireless Systems: Achievements and 

Challenges,” IEEE Communications Surveys & Tutorials, p.1536 (Fig.14), Vol.18, No.3, Third Quarter, 2016.
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Summary of Authors Previous Research on SISO AMR Techniques 

All of the first 5 FB techniques were found to be universally applicable to any conceivable SISO 
Modulation Format; however, the 1st – Signal Statistics had very poor noise performance and 
the 4th – Multifractal Features had very high computational complexity . The other 4 were not
simulated and compared as they did not have universal applicability.

S. Sobolewski, W. L. Adams Jr, R. Sankar, “Effective and Efficient Compound Feature Vectors Applicable To 

Discrimination Of Any Conceivable Bandpass Modulated Waveforms,” Proc. IEEE BlackSeaCom, pp.1-5, 2016.



Threat Testing / Simulation Methods

1.   Model-in-the-Loop (MIL) testing and simulation is a technique used to abstract 
the behavior of a system or sub-system in a way that this model can be used to
test, simulate and verify that model.  

2.   Software-in-the-Loop (SIL) testing is used to describe a test methodology 
where executable code such as algorithms or even an entire controller strategy, 
usually written for a particular mechatronic system, is tested within a modelling 
environment that can help prove or test the software.

3.   Hardware-in-the-Loop (HIL) simulation is a technique that is used in 
the development and test of complex real-time embedded control systems.



Survey of Latest EW Simulator Hardware used in Threat Testing 

In addition to running a typical Built-In-Test program, which mainly ensures that software 
/ firmware is loaded and all signal connections are intact, to further verify the correct 
operation of an EW system it is desirable to run a true test signal thru the system that
mimics the signals that would be observed in a real electromagnetic environment (Tones, 
pulse trains, chirps, etc).

For this purpose EW simulators were created, either flightline or handheld, for a variety of 
spectrums, such as UV, IR, laser.

The following table summarizes some of the important EW simulation hardware available 
on the market.  

O. Holt, “Technology Survey: Flightline and Portable EW Simulators,”  

AoC Journal of Electronic Defense, pp.63-68, Vol.39, No.12, Dec 2016.



Latest EW Simulator Hardware (Part 1)



Latest EW Simulator Hardware (Part 2)



Threat Simulators Key Terms / Parameters



• As the technology continually advances, the communications systems become 
more complex, requiring ever more complex identification methods to determine
whether the received signals are friendly or hostile

• With the increasing use of software in EW and Comm systems, there are now 
numerous cyber vulnerabilities to worry about also

• Much more research needs to be done in the emerging area of MIMO and 5G systems 
signal identification and this will increasingly be the case as time goes by

• Developing new and improved EW Simulators with High Dynamic Range / Sensitivity will 
always be desirable 

Conclusions

Questions / Comments 


