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Abstract — Force readiness (education and training), execution and support to operations (planning, mission 

rehearsal, control of autonomous systems) and Defence Acquisition (capabilities development, systems qualification) 

heavily lean on C2 to simulation interoperability. To enable information exchange in a timely, efficient and cost-

effective manner in turn requires a standardized representation and interfaces that allow Command and Control (C2) 

and simulation systems to interoperate. The C2SIM standard that is being developed for that aim. Effects of 

cyberattacks and the ability to perform counterattacks should be represented in this. However, there is currently little 

representation of cyber in campaign and mission level exercises, what there is being mainly limited to degrading or 

switching off C2 systems or simulators. Although this can be a quick and effective way of creating a basic 

representation of the impact on a mission of a cyberattack, it does not cover the full range of potential impacts. This 

paper shows possible paths to more effective representation of cyber effects. 

 

1 INTRODUCTION 

This paper describes the cooperation between people, 

nations, and Cyber Modelling and Simulation (M&S) 

technologies. It describes standardization and design 

activities, identifies synergies and progress in simulating 

cyber effects in mission training and exercises. 

 

2 MSG-170  

The current NATO Modelling and Simulation Group 

(MSG) number 170 is a specialist team to produce a “top 

ten” list of cyber effects / attacks / countermeasures and 

countereffects that are most worth modelling. This 

technical activity follows on from the work of MSG-117 

and the MSG-151 workshop that reported in 2015 and 

2017 respectively. The report published by MSG-117 gave 

an informed high-level overview of how M&S might be 

used to support NATO Cyber Defence efforts [2].  One of 

the most significant areas identified as needing additional 

work to ensure the potential of M&S to support this 

domain is fully exploited was the representation of the 

impact of cyber in training exercises for military personnel 

other than cyber operators. Possibly informing NATO on 

the requirements for a NATO Cyber High Level 

Architecture (HLA) Federation Object Model (FOM) 

module. The envisioned “top ten” list of MSG-170 would 

be exploitable across a range of follow-on and related 

M&S activities. One such related activity is the Simulation 

Interoperability Standards Organization (SISO) C2SIM 

product development group which explores how to 

introduce these cyber effects via their C2SIM Server in 

cooperation with NATO MSG-145.  

 

3 C2SIM  

The C2SIM product development can use the output of 

MSG-170 to focus the development of standards, methods, 

and architectures. The goal of MSG-145 is to stimulate a 

standards-based NATO capability where national 

elements of multinational formations will be supported by 

their own national command and control (C2) systems and 

represented by their national simulations that incorporate 

national doctrine, equipment, and staffing. The NATO 

interoperability standard for C2SIM is being developed 

within the mandated MSG-145 task group as a STANAG 

that wraps the SISO C2SIM standard. 

Figure 1 Introducing cyber effects into C2SIM systems 

3 SISO Cyber M&S Study Group  

The SISO Cyber M&S Study Group (SG) [1] is working 

to document ideas and experiences with cyber M&S in the 

form of best practices. The SG will be an important 

resource for early adopters of cyber M&S, lowering the 

barrier of entry, reducing risk, and providing guidance and 

support along the way. The SG’s scope specifically 

includes efforts to: 

1. Catalog, describe, and analyze current cyber 

M&S activities, identifying the advantages and 

disadvantages of each approach. 

2. Conduct a literature review of SISO papers and 

other literature on cyber M&S. 

3. Provide emerging guidance, resources and 

support to practitioners. 

4. Investigate the potential for standards to support 

cyber M&S. 
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5. Demonstrate cyber M&S capabilities. 

The group is collecting use cases and requirements for a 

Cyber Reference Data Exchange Model (CyRDEM), an 

architecture-neutral, runtime data exchange model, to 

determine if a standard for interoperability by design is 

feasible. 

4 Joint Effort  

This paper describes the cooperation between people, 

nations, and cyber M&S technologies. It describes 

standardization and design activities, identifies synergies 

and progress in simulating cyber effects in mission training 

and exercises. 

 

Common identified areas of work: 

1. Cyber glossary, taxonomies, and ontologies  

2. Initial NATO Cyber HLA FOM module to exchange 

simulation information based upon the SISO Cyber 

Reference Data Exchange Model (CyRDEM). 

3. Demonstration of cyber M&S capabilities 

4. Identification of use cases suitable for development 

5. Reference examples and/or available  

implementations 

 

The cooperation further extends to the exchange of 

knowledge on existing and relevant standardization efforts 

and organizations, literature and vendors. Together the 

efforts consist of a large network of researchers in many 

nations. They not only work for defense, research and 

consultancy organization, but also for vendors with 

expertise in: 

• M&S 

• Cyber 

• Cyber simulation 

• M&S architectures 

• Cyber training 

• Cyber test and evaluation 

 

 
Figure 2. Joint effort intersection 

This joint effort strives to improve interoperability along 

many axes including cyber – kinetic simulations, different 

cyber blended simulation capabilities, and between 

organizations and coalition partners. 
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