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69 Securing Your Microsoft Azure Future
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69 Shared Responsibility Model

Responsibility Zones SaaS PaaS laaS On-prem

Data governance & rights management . .

Client endpoints B Always retained by customer
Account & access management .

|dentity & directory infrastructure ‘

Application

Network controls Varies by service type
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Operating system

Physical hosts

Physical network Transfers to Microsoft

Physical datacentre

Key:

Microsoft . Customer or Partner




6" Simplify Security with Azure

Identity & access Data Network Threat Security
management protection security protection management

Azure Active Directory VNET, VPN, NSG Azure Security Center
Multi-Factor Application Gateway Microsoft Advanced :
Azure Key Vault (WAF), Azure Firewall Threat Protection Azure Log Analytics
Role Based Confidential DDoS Protection
Access Control Computing Standard
Azure Active Directory ExpressRoute
(Identity Protection) P

Encryption

(Disks, Storage, SQL)

Azure Sentinel






Azure Security
Centre Demo

Enabling your brilliance



Introducing Microsoft Azure Sentinel
Cloud-native SIEM + SOAR

s

Collect
o Limitless cloud speed and scale oL enterprise.
o Automatically connected across Azure & 0
Respond 6 Detect
OﬁlCe 365 autolri?aecfgrg?gction tyr]ergﬂa:éilfigzascte
Azure Sentinel and Al

o Easy integration with existing tools

o : Investigate
o Atrtificial Intelligence el nciens

guided by Al



69 Secure Azure Validation

Standard Managed Service Secure Azure

Configure and Tune Analysis and Action
(mostly human) (mostly human)

Six Degrees Cyber Security Operations Centre

Collection and Fusion

(mostly machine) ' Level 1 Triage
Solution Platform Defense in
Depth

Securlty/SIEM Tool*

Microsoft Azure @ Azure Sentinel

Q Level 3 Further Forensics

IncidentH Q Q

Responder Subject Subject
g Matter Expert Matter Expert

Incident
Responder

*Recommended tool. We also can work with existing SIEM tool fit for purpose. Enabling your brilliance



Security Operations Center (SOC)

| Cybersecurity Reference Architecture

Software as a Service

--- Office 365

Secure Score
Customer Lockbox

Dynamics 365

J: ¢ Cloud App Security

| R Microsoft Threat Experts | | R Incident Response, Recovery, & CyberOps Services i
1
/A Azure Sentinel - Cloud Native SIEM and SOAR (Preview) E
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les Vuln ! Cloud App Azure Microsoft || Office 365 || Azure H
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m Hybrid Cloud Infrastructure :
1
Unmanaged & On Premises Datacenter(s) 3rd party laaS Microsoft Azure ============-

Mobile Devices

QEEnEw
.|

Intune MDM/MAM

Managed Clients

System Center
Configuration Manager

@ Microsoft Defender ATP

o

Azure Information

Azure Security Center — Cross Platform Visibility, Protection, and Threat Detection

s"Azure  Security
Firewall ~ Appliances
=] & B
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mm Windows Server 2019 Security

L B 3%

Threat
Analytics

Secure
Score

Windows 10 Enterprise Security

Network protection  App control
Credential protection Isolation
Exploit protection
Reputation analysis

Antivirus
Behavior monitoring

)
g WE  \window 10 + Just Enough Admin, Hyper-V Containers, Nano server, and more...
& | shielded vMs
& &
3 0w 08
c )
s
"E | g Privileged Access Workstations (PAWSs) g
&g: loT and Operational Technology Included
with Azure
— - - - (VMs/etc.)
Windows 10 loT N loT Security Maturity Model Premium
u_© Security
| Azure loT Security | Azure Sphere loT Security Architecture Feature

Full Disk Encryption

Attack surface
reduction

Configuration Hygiene
Just in Time VM Access

Adaptive App Control
(XX ]

/A Azure Policy

@ Azure Key Vault
&> Azure WAF

a Azure Antimalware

Application & Network
Security Groups

A

A Backup & Site
Recovery

Disk & Storage

Encryption

Confidential

Computing

DDosS attack

Mitigation+Monitor
[ XX ]

Protection (AIP)
Discover
Classify
Protect
Monitor
Hold Your Own Key (HYOK)

Classification Labels

AIP Scanner

FEEETA...

|:| Office 365
» Data Loss Protection
Data Governance

+ eDiscovery
Xy

% Azure SQL
Threat Detection

| % SQL Encryption &
Data Masking

B % Azure SQL Info
Protection

Information Protection

it

-

Identity & Access

Azure Active
Directory

<&— Conditional Access - Identity Perimeter Management

i

Azure AD Identity
Protection
Leaked cred protection

Behavioral Analytics
(XY

® Azure AD PIM

Multi-Factor
Authentication

4> Azure AD B2B
& Azure AD B2C

+% Hello for Business

® MIM PAM

o
_",-“-ﬁ_f*.h Azure ATP

Active Directory

ESAE Admin Forest |

@ Microsoft Defender ATP

Compliance Manager

S Mode 5 5
| Security Development Lifecycle (SDL) | _Trust Center Intelligent Security Graph

e Microsoft



https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
http://aka.ms/pam
https://www.microsoft.com/security/blog/2019/01/17/windows-defender-atp-integrates-with-microsoft-information-protection-to-discover-protect-and-monitor-sensitive-data-on-windows-devices/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://aka.ms/AzureSentinel
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies%20the%20eDiscovery%20process%20and%20helps%20analyze%20unstructured%20data%20within%20Office%20365,%20efficiently%20review%20documents,%20and%20make%20scope%20reduction%20decisions%20for%20eDiscovery.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3

Can you do all this in-house?
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phically-diverse Data Centre footprint
24x7x365 support | Fully scalable technology-agnostic service



69 Next steps — visit us on stand C1244

Capture Transform Manage Defend
& Consult & Harden & Optimise & Recover

* Todiscuss the Azure security and governance tools
* (et a demo of Sentinel and Security Centre
 Take our Aegis Security Maturity assessment

» Speak to our Security experts

 Book a free cloud adoption strategy workshop
 Book a 50% off cloud assessment

* Book your penetration testing
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Enabling your
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