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Mission Assurance 
in GPS Denied 
Environments
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Mission Assurance
Agenda

Challenges of the EW threat environment

Capabilities to mitigate jamming and 
spoofing

Situational awareness and signal 
intelligence

Summary



Challenges of the EW
threat environment



GNSS are a low power signals – vulnerable to 
interference

Primary method for precise Position, Navigation, and 
Time (PNT)

Precision Position and Timing

GNSS signals are critical to platform navigation and 
timing functions

Global Navigation Satellite Systems
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Global Navigation Satellite Systems
How GPS Works

24+ operational satellites in orbit

Average 12 satellites in view

4 satellites needed to triangulate position

More satellites = better position accuracy



▪ Civilian Codes:

▪ L1 C/A : Original civilian code.

▪ L2C : New code for improved reliability 
and position precision.

▪ L5 : New code for Aviation Safety

▪ Military Codes (encrypted):

▪ P-code : Legacy Military code

▪ M-code : New Military code
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Global Navigation Satellite Systems
What are the different GPS codes
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The Threat Environment
Electronic Attacks
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The Threat Environment
Specific Methods

Jamming

▪High power signals 

▪ “Deafen” the receiver / 
drown out the wanted 
signals

▪ Very easy to generate 
(even unintentionally!) – 
don’t need any 
information content

▪ Stops the GPS from 
maintaining lock to the 
satellites

▪ Inertial systems may be 
available for back-up for 
short periods

Spoofing

▪ Signals that resemble 
legitimate GPS signals but 
are intended to “seduce” 
the receiver with 
erroneous information

▪Much harder to generate 
effectively but may be 
lower power signals

▪ Receiver may not know it’s 
being attacked



Mitigating Threats: 
Jamming and Spoofing



▪ There are two common spatial to provide protection against high power jammers

Nulling

▪ Detection and suppression of jamming signals

▪ Up to (N-1) directional nulls (N = number of antenna elements)

Beam steering

▪ Track available satellites by focussing a beam on each one

▪ Requires close coupling with the EGI receiver
▪ Position of satellites
▪ Orientation of platform

▪ Absolute performance is a function of the aperture size

▪ High performance but Increased processing overhead
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Jamming Protection
Suppression of high power signals



▪ Rotary wing suffers from multipath effects from both rotors

▪ These are rapid, transient effects that will look like 
additional jamming sources

▪ Consideration is needed to ensure that the algorithm can 
cope  with a fast changing environment
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Rotary Wing Considerations
Effects of rotor modulation

Commercial in Confidence



▪ Spoofing signals are lower power than jamming signals and are 
harder to detect

▪ Effects of a spoofing attack may be harder to spot than jamming
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Spoofing Protection 
Detection and suppression 

Commercial in Confidence

Approaches to Detection

Multi-Constellation
 compare PNT data across 

sources

Receiver Detection
multiple signals in the 

correlator

Signal protection
cryptographic methods for 
verifying signal authenticity

Array methods
detect and suppress the 

spoofing source 



▪ Capability tested against 
sophisticated spoofing attacks.

▪ Capability protected receiver in all 
cases.

▪ All receivers captured by spoofer 
when unprotected.
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Live Skies Data
Anti-Spoof Capability REAL WORLD TEST DATA
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Situational Awareness



▪ Jammer Detection:
▪ Tactical warning

▪ Situational awareness

▪ Direction Finding:
▪ The system employs the MUSIC algorithm to 

provide jammer bearing
▪ This provides a bearing in azimuth and 

elevation relative to the antenna
▪ The mission computer can then convert to 

an absolute bearing
▪ Overlay of absolute bearings will generate a 

Position Fix
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Signal Intelligence #1
Detection and Direction

DACU
Mission 

Computer

Jammer detect 

DF request
DF data 
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▪ Signal Capture

▪ Record and playback I&Q data of digitised jamming 
waveforms

▪ Supports Specific Emitter Identification (SEI)

▪ Allows performance evaluation against emerging threats

▪ (supports algorithm enhancements for a software defined 
platform) 

▪ Spectral Decomposition

▪ Signals of opportunity
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Signal Intelligence #2
Advanced Functions

Rx signal per antenna

Spectral 
decomposition

Eigen-value analysis
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Summary
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