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Water Column
Sensor
Platforms
(REA)

 Underwater gliders
can maintain a
presence for
month to a year

* Profiling floats
(lagrangian
drifters) provide
multiyear
oceanographic and S S A ;4 S~ A
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Unmanned
Systems at
Scale

 U.S. Navy has
deployed over 100
underwater gliders
during a single
operation

* Minimal staffing
required —
Oversight/ manage
by exception

 Over 1200 gliders

d e I |Ve re d "The appearance of U.S. Department of Defense (DoD) visual information does not imply or constitute DoD endorsement.” Courtesy of DVIDS

I“ TELEDYNE MARINE
Everywhereyoulook”

PUDlIc Release FAL-22-008


https://www.dvidshub.net/portfolio/1378738/rebecca-eckhoff

UNCLASSIFIED

Trans-Oceanic Crossings — How Persistent Are the Systems?

Challenger Mission

| THE GHALLENGER OCEAN BASIN BATHYMETRY
GLIDER MISSION: e
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RUCOOL

"“ TELEDYNE MARINE

blic Release FAL-23-14 Everywhereyoulook




Passive Acoustic Sensors
Slocum glider with a JASCO OceanObserver Spatial Array
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Slocum Sentinel glider — Expanding the Operational Envelope

Depth rating: 1000 m
External Diameter: 33cm (13 inches)
Length: 2.57m (8.4 feet)

Energy: 3.6 times a standard Slocum G3
e 23 kWh

Endurance: Up to 2+ years
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Slocum Sentinel glider — Faster and More Capable
Operations over greater distances and more diverse operational areas

Largest Ever Buoyancy Engine

* 4 Liters Ballast Drive (+/- 2L)

e Average Glide speed: 1 knot

2 x Integrated Thrusters

* Burst speed to handle difficult water conditions
* Included on every Slocum Sentinel Glider

* Operations in areas with greater changes
in density

e Operations in areas with higher currents

* Data gathering over larger operational

areas
* Faster boat-free transit to remote areas
of operation
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Achieving Subsea Power for Bettom Sensors and URJV

Persistence Chargmg“ -
for UUVs SN .

0.8 km \

Teledyne Energy
Systems, Inc. Subsea
Supercharger

\ 2.2 km
150 \

Leverages existing

\ Fognafjorden
fuel cell technology

>1.0 MWh of energy S == g,
Tegjevagen = Jter g,
storage e o, o

Uncrewed system
docking and charging

40-foot container
version can supply
about 5 MWh

That is about 200 Norwegian Center for Offshore Education (NOSEFO), Tau Autonomy Center

Osprey UUV surveys
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Critical Undersea Infrastructure (CUI) Risk

=

e Surface and
subsurface maritime
Infrastructure Is
vulnerable to both
state and non-state .
actor threats -

e Significant spatial
extent

e Complex to monitor : Map Data © 2023 Google
results in an
asymmetric threat

NNNNNN

https://creativecommons.org/licenses/by-sa/4.0/
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Critical Undersea Infrastructure (CUI) Risk - Windfarms

e European offshore wind

power projections
 Up to 100 million homes by
2030

 Windfarm design does not
account for the emerging
subsea threat

* Would the topology change

if subsea security is a high
pr|0r|ty? https://creativecommons.org/licenses/by-sa/4.0/
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Critical Undersea Infrastructure (CUI) Risk —
Telecommunication Cables

* More than 1.4 million kilometers
of subsea telecommunication
cable worldwide

* Baltic Sea Submarine Cable is over = fam .,

1000 km in length

 Damaged last fall
* The system design does not account =
for the emerging subsea threat

* In February 2024 at subsea
telecom Cable (Europe India https://www2.tél;zjgédgraph.com/
Gateway (ElG)) was damaged’ https://creativecommons.org/licenses/by-sa/4.0/
likely by a non-state actor
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CUI
Security

Approaches

* Protection of subsea infrastructure can

be achieved by continuous monitoring
* Multiple subsea sensing modalities are required
* For example — subsea acoustic threat detection
* Very expensive for wind farms and pipelines

 Exploit Distributed Acoustic Sensing (DAS) for
fiber optic cables

* Periodic or threat-based monitoring
* Survey and change detection cued by other
intelligence

* Design for resiliency
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Asset monitoring — Passive & Active

* Passive Acoustic Monitoring (PAM) array placed
at the bottom to act as cue sensor

e Bottom mounted multibeam sonar to ‘:ﬁ ‘*\Q‘

image/track threat in water column

* Acoustic or wired communication for target
data exfiltration
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Persistent Data Exfiltration via Underwater

Passive Glider |
1 bearing
COnt.l RS detector (PBD) :
Passive establishes _—-
2 : bearing to
Monitoring oseing
Seafloor compact acoustic
passive bearing source

detector (PBD) —

Track (black), Initial (green), Extended (Red): Bearing vs Time

Passive Acoustic giﬁik ~ VMJJUM } WJW\N | / MN | 1 Tracks of a
Monitoring iZZvl\F“ A a M v = . subsea
@ OL —4— +—3—— [ t [ —5— +—2— | ﬁ ——— [ [ ]

( PA I\/I ) Syste m 8:39:18 9:39:18 10:39:18 11:39:18 12:39:18Time (hlrzig:ls 14:39:18 15:39:18 16:39:18 17:39:18 ta rget

200 Track 1 100 Track 2 200 Track 3 0 Track 4 . .

. £) £) £) ) assing In
Acoustic & wl | & g ol | £ P ) g .
] : 2. |2 g, B the vicinity

exfiltration of : : :

e e " s s e s % s 5 » Ofthe PBD
eve nts a n d t ra C kS Time (min) Time (min) Time (min) Time (min)

"“ EELED%NE M;ﬂl\RIEE 19
d'for Public Release - Fal-24-05 verywhereyouloo




- —

Active Acoustic
Sensor — Bottom
Mounted

~~SeaBat 7123 MKII

* Leverage ship
mounted mine
hunting multibeam
sonar

e Triple frequency band i e ==
for high flexibility =i = e T~ e

* Better resolution at e S e i 1!
close ranges

* Images and track
targets in the water
column

* UUVs

* Divers
Everywhereyoulook™
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Gavia Unmanned

o o Underwater Vehicle
Periodic used for High

Monitoring Resolution Survey

e Establish
baseline survey
of undersea
infrastructure

* Periodic resurvey
to ensure
accurate
baseline

 Threat driven
survey and
change detection
to find potential
deployment of
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Multibeam UUV Survey of Pipeline using RESON T-20 Module

e High resolution bathymetry to
establish baseline
e Small UUV with true
multibeam
e Pipe tracking to optimize 60 cm diameter pipe
survey time
e Change detection can be

achieved automatically by
comparison of point cloud

e Baseline survey versus
threat response survey
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CUI Experiment
September
2023

Osprey SSS results
e Cable (L)
e (Cable anchor (R)

18 mm cable
on sandy
bottom
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CUI Experiment
September
2023

Osprey SSS results

* Cable and
potential target

* Resurvey after
treat target
remove
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REPMUS 24 Deep CUI Experiment

Teledyne Gawa W|th Kraken mmSAS

200mm diameter modular expeditionary UUV rated to 1000 meters
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Kraken o
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Critical Undersea Infrastructure (CUI) Security Path Forward

™

e Persistent bottom
mounted and water
column sensors are
high TRL

e UUVs are proven N
for other survey
missions

e But an integrated
System Of SyStemS 7 ¢ Map-Data © 2023 Google
IS still In nascent

Stag e https://creativecommons.org/licenses/by-sa/4.0/
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