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▪ The Challenge with the Electromagnetic Environment (EME)

▪ NATO EM View and EW Contribution to Operations 

▪ Addressing the Congestion, Contested, Degraded & Denied Environment

▪Visualise, Monitor, Deconflict (i.e. operate freely), Protect/Guard 

▪Things to do : Prepare, Plan, Configure and Contest

▪EW Plan, Execute for Passive & Active Countermeasures, Evaluate, Refine.

▪The One EW layer concept

▪Use Case

▪Questions

▪Bonus Slides…for later

Introduction to Discussion Topics
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EW Contribution to Combat Operations



▪Breaking down C2D2E Its not what you think….

▪The EME is not Congested – it is our Sensors that are Congested

▪ Theory Time : move from Time dimension to the Frequency dimension with time, where the EME lives

Technology for the Congested Contested Degraded Denied Environment
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In Theory its only Maths In Practice its Processing Power

…digitise and channelise the EME

▪Wide band, high gain planar arrays and digital receivers (Discrete Fourier Transforms)

▪Higher gain means you see more; potentially improving Situational Awareness

▪ Comms signals, Datalinks, Commercial Mobile are in our bands of operation….needs managed, cannot 

demodulate but can detect such Electromagnetic Emissions especially in the littoral, this is exploitable data

▪Precision measurements, ELINT quality for real-time tactical advantage

▪Matched signal processing to extract more modern modulated LPI/LPE signals
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ES Data Architecture to the Tactical Picture –  Pull ALL Data together
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• Simplified For Release
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▪The EM is not degraded its our EM Planning process and tools that need upgraded

▪Manage the “Degraded EM”…multipath, overlapping signals, comms interferers and own 

force emissions – Spectrum Management Planning

▪No hardware filtering, its manage all tracks at all times, filter for reporting and display

▪All plans “fail” on contact, but you are prepared with strategies and can update realtime

▪See what we must see, manage the Data dots into meaningful Information

▪Dive into the Data dots when we need to, not because we have to

▪Mission Plans or profiles ready for use and rehearsed for Areas of Operation

▪ Including EMCON, OPDEC and Countermeasure load outs for missions

▪Planned and rehearsed ashore but same capability on the ship on the way

▪Planned for Congestion, prepared for Contesting
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Plan your Way In -  Before Theatre Entry and Dynamic Update

Spectrum ManagementMission Planning for Area of Operations
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Rehearsing Countermeasure Load out for Mission



▪EME Planning isn’t enough….we need to address 

our Track and Picture compilation processes

▪Manage the Degraded EME - multipath, allies 

emissions, reflections, overlapping signals, 

interferers

▪ These are sources of data, use Pattern of Life

▪ ALL EW tracks need to be in the ONE EW Object layer

▪ Security rules, but we have the technology to do this

▪ Integrate all EW Tracks into EW Objects to 

improve Tactical Picture (RWOs)

▪Openness, via OARIS V2 EW Track service

▪Degraded is managed and exploited, ready to 

Contest and be the Denier

Everything All over the Place

Understanding C2D2E – Manage Degraded, Denial ready – In to Win
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The Case for Force Defence : Protection of Lines of Commerce

US CENTRAL COMMAND

*Wiki Open Source reporting is not always “clear”

Month ASCMs ASBMs ASMs Ships
Nov/Dec-23 8 8 16 10

Jan-24 7 2 9 8

Feb-24 5 9 14 8

Mar-24 18 4 22 8

Totals 38 23 61 34

34 Merchant Ships Attacked, 61 ASMs Launched

60/40% ~split ASCM vs ASBM

True Confidence, 3 killed, AbandonedSunk
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▪ The EME is pervasive in every theatre of modern warfare – exploit it or be defeated

▪ Evidenced by the Use Cases of Ukraine and the Red Sea  

▪ EW cuts across all types of platforms, weapon systems and is key for military manoeuvre

▪ EW is an operational necessity for combat surface operations

▪ Planning and rehearsal for EW operations is essential to avoid fighting the wrong battle

– Remove the Congestion problem, and prepared for the Contest

– Manage and exploit the Degraded EME, prepared to be the Denial actor

▪ It is one EME and EW actions must be viewed through that one lens to deliver the mission

– Situational Awareness, ELINT, Electromagnetic Attack and Electromagnetic Defence

– This mitigates the potential Asymmetric EME avenues

– Forms a core layer of the Tactical Picture/Common Operating Picture.

▪ Design for capability openness where you need it, spiral it as you need it, it will fight for you

– The Technology is the enabler, the “Thinking” is the means to success

Conclusion To EW In Surface Combat Operations
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▪ ASMs are getting longer range, 

▪ less tactical more strategic Anti-Access/Area Denial (A2AD)

Projection of Threat Range to 2040 (as of 2015 Open 
Sources)
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