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THIS IS NOT THE FIRST TIME AND WILL NOT BE THE LAST …
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GIUK gap

GIUK gap

GIUK gap

Bären-Lücke

REPMUS-
Area

A in MSA – Awareness
We need A PRIORI Picture
Today: A POSTERIORI
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MISSING COMMON UNDERWATER APRIORI PICTURE SINCE YEARS

Russian submarines have 
terrified a NATO squadron

"They had no practice for a long time. We 
returned to the world ocean, but their anti-
submarine forces were not prepared for it," the 
expert noted. "In addition, we now have new 
tactical operational experience and technical 
capabilities, and the lack of signatures has 
improved significantly. That's why they missed 
the boats when they passed Gibraltar and then 
discovered them with great surprise near their 
carrier strike groups."

http://izvestia.ru/news/651813  last inspection 03.02.25

Former submariner Igor Kurdin told IZVESTIYA 
that the weakening of NATO's anti-submarine 
forces is something completely normal.
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ENHANCING MSA WITH NEW SONAR MULTI-STATIC-CONCEPTS

WTD 71 Titel 5

Task Group Composition
1 KUZNETSOV CV-063 – Admiral 
Kuznetsov
2 KIROV CGN-99 – Petr Velik i
3 UDALOY I DDG-619 – Severomorsk
4 UDALOY I DDG-626 – Vice Admiral 
Kulakov
5 BAKLAZHAN ATS – Nikolay Chiker
6 KALININGRADNEFT AO – Kama
7 MOD INGUL ARS – Altay
8 DUBNA AOR – Dubna
9 BORIS CHILIKIN AOR – Sergey Osipov

SOA: 12kn
Agenda: Training – Flight Ops (NOTAM)

What about the underwater 
domain?

Российские подлодки напугали эскадру НАТО
http://izvestia.ru/news/651813

Nikolay Surkov
Izvestija vom 15.12.2016  
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CIVILIAN INFRASTRUCTURE AS SENSOR AND ACTOR
Ships and aircrafts are energy 
and cost intensive in 24/7-
operations over years.

Idea: use
3D maritime surveillance in 
consideration of offshore 
infrastructure in confined and 
shallow waters to save ship / 
aircraft resources.

Advantages for CUI-MSA:
• enough energy (24/7)  
• no drift, stationary
• navigation (no movements, low noise)

• broad communication
(wired, broadband, multistatic)
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MAPS WITH CIVILIAN UNDERWATER INFRASTRUCTURE

source: www.submarinecablemap.com
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CIVILIAN INFRASTRUCTURE IS NOT HELPFUL - IF NOT INCLUDED IN C5ISTAR

The government rejected OX2’s 5.5 
GW Aurora, the 3.1 GW Neptunus, 
the 1 GW Pleione, and the 1.4 GW 
Triton offshore wind projects. 
Another developer, Eolus, had two
of its projects denied: the 1.4 GW 
Arkona and the 2.2 GW Skibladner.
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ENHANCING MSA WITH NEW SONAR MULTI-STATIC-CONCEPTS

WTD 71 Titel 9

Nikolay Surkov
Izvestija vom 15.12.2016  

But, if we included CUI into C5ISTAR

Active as MULTI-STATIC-CONCEPT!

Goal: Data fusion & anomaly detection using 
SONAR-transponders and DAS in two steps:

a) coarse DETECTION with DAS
b) fine DETECTION with active SONAR-

Transponders from Offshore Wind parks.

Outcome in 2016 from both CUI 
workshops and the online survey: 

1) UW part very vulnerable, great damage to   
the national economy can occur here

2) Two technologies identified: 
a) Sonartransponders and 
b) DAS (technical feasibility proved)

3) Cooperation with owners, data exchange, 
overcoming legal hurdles
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Cable length
𝐿𝐿 [km]

Puls-
Frequency
𝑓𝑓𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩 [kHz]

Effect

100 1 Audio up to 500 Hz, engine noise, propeller noise, pressure

10 10 Audio up to 5 kHz, SONAR waveforms

1 100 Audio up to 50 kHz, underwater communication waveforms

A) DISTRIBUTED ACOUSTIC SENSING (DAS)
Δ𝑥𝑥

Δ𝜙𝜙 = 𝜙𝜙𝐵𝐵 − 𝜙𝜙𝐴𝐴

DAS measures local stretching/
compression of the fiber

Changes of 
- Temperature
- Slow pressure (waves, pressure profile of objects)
- Fast pressure (sound)

DAS N52-Serie𝑓𝑓Puls,max =
1
2𝐿𝐿

𝑐𝑐
𝑛𝑛
≈

100 kHz
𝐿𝐿/km

𝑓𝑓Puls
kHz

⋅
𝐿𝐿

km
≤ 100
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COST 2018 – FIRST SEA TRIAL FOR VALIDATION OF DAS IN GERMANY
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source: 
Energie-winde.de

source: Teltarif.de

Data cable

Typical windpark link
Date Action

04. Sep Departure around 18.00h from Kiel

05. Sep

First test cycle
7:00h in the sea area, 
deploying broadcasting system
(0.9 - 5 kHz ?)
Tracks without emissions, measuring 
the speed of sound

18. Sep
Second test cycle
20.00 h in the sea area

19. Sep deploying broadcasting system
starting 2nd set of measurements

20. Sep 21:00 Return to Kiel

Different 
cables, 
marine sediments, 
water depths, 
weather conditions,
objects, 
burial depths.

 Different measurements  
over long time periods 
needed to find regularities.

COST 2018
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DAS - ACTIVITIES
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source: Teltarif.de
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Gross Tonnage: 136,980 t Length x Breadth: 315m x 50m Draught: 12.1m

DAS - OUTPUT
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Gross Tonnage: 37,987 t Length x Breadth: 200m x 29m Draught: 6.3m



B) SONAR TRANSPONDERS
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2004 2015 2016 FINO 3

German Law: At the corner positions 
of the wind farms sonar transponder 
must be installed (applies to all man-

made underwater constructions). 

Next Generation
Sonar Transponder

Next Generation: Extension with:
-One hydrophone, LF transducer
-JANUS / UT comms
-Noise measurements
-Detectors for Click-/Sweep-

signals / CAS

2015 ~ 60 SONAR transponders
2020   ~ 95 SONAR transponders

2025 FINO 2

Each transponder is TRANSMITTER AND RECEIVER
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DATA FUSION & ANOMALY DETECTION

http://www.windward.eu/wp-content/uploads/2015/02/AIS-
Data-on-the-High-Seas-Executive-Summary-Windward-
October-20-2014.pdf

After coarse DETECTION with DAS:

 Activation of SONAR-transponder MULTI-STATIC for 10 minutes
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CHALLENGE: INTERNATIONAL LAW AND ORDER

In TTW
(12 NM)

Outside TTW 
(beyond 12 NM)

Inside EEC 
(200 NM)

The High 
Seas

National Law International Law

We have to distinguish:

With technolgy there are no
problems with implementation, 

the organizational and legal 
problems must be clarified

politically!
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OUTSIDE TTW (BEYOND 12 NM)  
The High Sea:

• Beyond TTW (more than 12 NM) and
• Outside EEZ (in general max. 200 NM)

UNCLOS (Law of the Sea Convention):
• Art. 87 (1)(d) [Freedom of the high seas]… 

comprises, inter alia, freedom to construct 
artificial islands and other installations 
permitted under international law, subject to 
Part VI [Continental Shelf]:

• Art. 77 (1) The coastal State exercises over 
the continental shelf sovereign rights for the 
purpose of exploring it and exploiting its 
natural resources.

Outside TTW 
(beyond 12 NM)

Inside EEC 
(200 NM)

The High 
Seas

International Law

High Sea: The Area (the seabed and ocean 
floor and subsoil thereof, beyond the limits 
of national jurisdiction)

Art. 147 Installations used for carrying out 
activities in the Area shall be subject to the 
following conditions: (2)(d) such installations 
shall be used exclusively for peaceful
purposes;

INSIDE The EEZ:

Beyond TTW (more than 12NM),      
in general max. 200 NM

UNCLOS (Law of the Sea Convention)
Art. 56 lit. 1 (a)(i): In the exclusive economic zone, the 

coastal State has jurisdiction … with regard to the 
establishment and use of artificial islands, installations and 
structures;

Art 56, 60: sovereign rights … for the purpose of exploring and 
exploiting, conserving and managing the natural resources

EEZ: The Area (the seabed and ocean floor and subsoil thereof, beyond the limits of 
national jurisdiction

Art. 145: Ensure effective protection for the marine environment.
Art. 147 such installations shall be used exclusively for peaceful purposes;
Art. 60 (4) The coastal State may … establish reasonable safety zones around such artificial 

islands, installations and structures.
Art. 60 (5) Such zones shall be designed to ensure that they are reasonably related to the nature 

and function of the artificial islands, installations or structures, and shall not exceed a distance 
of 500 metres around them.

Art. 60 (4) The coastal State may … establish reasonable safety zones around such artificial islands,     
installations and structures.

Art. 60 (5) Such zones shall be designed to ensure that they are reasonably related to the nature and 
function of the artificial islands, installations or structures, and shall not exceed a distance of 500      
metres around them.

/18

Cable Convention from 1884
also Russia and Germany!
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NATIONAL LAW – MANY QUESTIONS
In TTW
(12 NM)

Outside TTW 
(beyond 12 NM)

Inside EEC 
(200 NM)

National Law

• Who is nationally responsible for 
managing the EEZ?

• Are military purposes (v. exploring 
and exploiting) covered by this 
responsibility?

• What are the national procedures? 

The Territorial Waters

Within 12 NM from the coast (baseline)

– Sovereign state has full jurisdiction
– Problems are national problems, national law applies
• National responsibility:

• Federal law?
• Law of federal states or municipality law?

• National procedures:
• What authority?
• From easy allowance to complex planning.

• EU law (supranational), e.g. protection of marine 
environment.

• Data law
• Data as a national secret?
• Data protection law: Data gathering purposes 

are different than the data is been used for later 
on.

• Data gathering by whom (Navy v. Intelligence 
services).

– What is the legal status of these installations under national law?
– How can these installations be protected?
– Are there private law issues?

– Vorratsdatenspeicherung (retention of data), each nation own
(VerkDSpG), Fingerprinting von Fahrzeugen

UNKNOWN SITUATION, MANY QUESTION MARKS
/18
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CONCLUSION

- Enhancing MSA with new Sonar multi static concepts                                 no technical problems
- Data fusion & anomaly detection using Transponders and DAS                  no technical problems
• use DAS for coarse detections, 
• activate after detection confirmation in case of anomaly 

the SONAR ping via transponders
• multi static processing with all transponders in the neighborhood
• hydro acoustical fine detection using trilateration 
- Challenge: International Law and Order                                                    no solution for different laws
- Navies definition without fixed infrastructure, we need change in 

consciousness, also including stationary infrastructure.

Mobile components: German Navy protects the territorial waters and sea lanes of Germany and its allies

This encompasses maritime surveillance, mine countermeasures and anti-
submarine warfare, protection against sea-based terrorist threats, maritime 
search and  rescue as well as maritime environmental monitoring. 
In total, about ~62 commissioned ships, including submarines and auxiliary 
ships plus 50 aircrafts (https://www.bundeswehr.de/en/organization/navy) 

The German Navy - Facts and Figures, 12. Edition
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