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This report uncovers where real progress is being made, and where the industry must 
double down to advance. The survey findings paint a picture of an industry in rapid 
transition where the rush to “just make AI work” and running trial cloud POCs against 
baseline use cases is coming to an end, especially for early enterprise adopters. Now, 
enterprises face the real challenges: skyrocketing costs, flexibility and vendor lock-in, AI 
and data sovereignty compliance and AI compute resources bottlenecked from the teams 
that need them most. Tellingly, data from this survey corroborates Forrester’s recent 
research that the top barriers to scaling AI are security or governance concerns, lack of 
budget, and lack of ROI1.

This survey highlights a turning point: AI adoption is moving from experimentation to 
control, future proofing, maximizing compute utilization and scale. Our global survey data 
shows organizations wrestling with a new set of sophisticated challenges ranging from 
Kubernetes complexity to security vulnerabilities. Paradoxically, cost control remains 
the top concern despite significant advancements in GPU utilization and AI workload 
management and provisioning that support compute consumption self-serve by AI 
Builders. Google’s recent State of AI infrastructure report supports our conclusions, finding 
security and cost efficiency to be critical challenges, with 83% of respondents reporting 
cost as a key factor when evaluating infrastructure solutions2. 

Despite the concerns, AI growth is inevitable. The focus of AI infrastructure is quickly 
evolving from isolated experiments to enterprise-wide strategic application. According to 
Fortune Business Insights3 in 2024 the global AI infrastructure market size was valued at 
USD 46.15 billion. Standing currently at USD 58.78 billion in 2025, it is projected to leapfrog 
to USD 356.14 billion by 2032, a CAGR of 29.10% for that period.

Organizations today report moving beyond foundational model development to building 
resilient infrastructure capable of supporting complex, production-grade applications. 
Emerging priorities include the growth of edge AI deployments, persistent challenges in 
optimizing hardware utilization, particularly GPUs, and an on-going talent shortage as 
demand for skilled AI infrastructure specialists outpaces supply.

This signals an AI infrastructure market landscape that is maturing fast, but not without 
significant growing pains and persistent economic pressures. Our survey results show cost, 
compute utilization, and efficient infrastructure management as critical concerns driving 
priorities and plans for 2026. Respondents are weighing the need to deliver results and 
roll out agentic AI workflows against the security concerns of letting bots loose within their 
internal networks. As you make your AI plans for 2026-2027 and beyond, we hope this 
report will be helpful to your decision-making.

EXECUTIVE SUMMARY
Enterprise AI infrastructure is entering a critical inflection point. In our latest F1000 and large global enterprises survey of IT leaders and AI-builders, we draw on 
insights from ClearML’s annual “State of AI Infrastructure at Scale” report series and juxtapose them against last year’s data. The result is a stark reveal: while 
many organizations have made technical progress, they continue to wrestle with persistent gaps in scale, cost control, and operational maturity.
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Cost Control Remains AI Infrastructure’s Greatest 
Challenge, Driving Need for Higher GPU Utilization

Cost control dominates AI infrastructure concerns, serving as a primary workload 
management challenge for 53% of respondents and a top infrastructure planning 
priority for 70% of surveyed organizations in 2025-2026 and beyond. Even with increased 
investment in specialized headcount along with widespread adoption of sophisticated 
GPU optimization strategies such as fractional GPU technologies (62%) and time-slicing 
or vGPU for shared workloads (66%), rising hardware cost pressures continue to intensify 
to drive maximum utilization of compute at scale. On the other end of the spectrum, a 
surprising 44% of respondents admit to manually assigning workloads to GPUs or having 
no specific strategy at all for managing GPU utilization.

This data suggests that incremental technical efficiency gains alone achieved by relying 
on “à la carte” feature or improved singular functionality cannot solve the fundamental 
economics of AI at scale, which explains why 35% of survey respondents still rank 
increasing GPU and compute utilization as a top priority for the next 12-18 months. 
More systemic and robust approaches to improving utilization that combine dynamic 
fractional GPUs, secure shared compute (such as multi-tenancy), dynamic workload 
scheduling, streamlined AI workload orchestration, and efficient cluster management 
with cloud autoscalers should all play a role in optimizing compute performance across 
heterogeneous environments.

Organizations are simultaneously pursuing flexibility as a cost control strategy, with 44% 
considering vendor lock-in avoidance and the freedom to choose “Very important” when 
evaluating and selecting infrastructure tools. The desire for multi-cloud capabilities across 

KEY FINDINGS
AWS, Azure, GCP, and Neoclouds (56% of respondents) extends beyond technical flexibility 
to serve as a practical approach for managing costs and maintaining negotiating power 
with vendors. This also benefits organizations who maintain hybrid environments or use 
cloud compute opportunistically for cloud bursting and spillover during peak periods.

AI Sovereignty, Security, and Governance Emerge as Core 
Priorities in Infrastructure Management

Security, governance, and sovereignty considerations have become central to AI 
infrastructure management. As organizations scale AI workloads, nearly one-third identify 
enforcing stronger user policies, permissions, and governance controls across data, 
models, and compute resources as their top priority. Close to half rank it among their top 
three. This heightened focus on AI and Data Sovereignty underscores a broader industry 
shift, where maintaining control over data location, access, and compliance is now viewed 
as critical to operational resilience and regulatory trust.

The most pressing infrastructure-related security concerns center on credential 
management: 58% of organizations worry about automatic propagation of sensitive 
credentials to compute nodes with greater sensitivity amongst Asia-Pacific organizations 
than European or North American. Globally, 38% cite credential sharing between users 
as a major security issue. These vulnerabilities reveal fundamental weaknesses in access 
control systems that become even more problematic as AI agents are deployed across 
enterprises and organizations adding new layers of complexity to an already challenging 
security landscape.

1

2

3



Copyright © 2026 by ClearML. All rights reserved. | All trademarks are the properties of their respective owners.

The Sovereign AI Infrastructure Opportunity: From Compliance Burden to Revenue 
Generation

Our survey shows that companies face two major challenges at the same time. First, they 
must follow increasingly complex rules and regulations. Second, they lack the skills and 
knowledge needed to manage specialized AI technology. These two challenges together 
have changed how companies choose AI solutions. In the past, companies considered 
where data is stored and who controls it as minor details. Now, these factors have 
become the most important considerations when making decisions.

Research indicates that managing and controlling AI systems has become a top priority 
for businesses. More than 30% of companies in our survey say their biggest operational 
concern is enforcing policies around access controls, permissions, and oversight of their 
data, AI tools, and computing systems. Many other companies rank these governance and 
control issues in their top three priorities. Companies now view certain factors as essential 
to their operations and reputation, including controlling where their data is physically 
located, ensuring data processing happens in specific countries or regions, and complying 
with local laws and regulations.

These governance challenges exist alongside another persistent problem that companies 
continue to face. Both our 2024 and 2025-2026 surveys reveal that companies struggle to 
control and manage specialized computing resources, particularly GPU systems, which are 
the powerful computers necessary for running AI applications. Many organizations lack 
the expertise needed to effectively organize and optimize this GPU infrastructure. This 
widespread skills gap creates significant business opportunities for service providers who 
can help companies address both their governance needs and their GPU management 

challenges.

Enterprises Turn to Flexibility and Future-Proofing to 
Overcome Vendor Lock-In and Accelerate AI Scalability

Future-proofing AI Infrastructure investments and flexibility stands out as a fundamental 
requirement for AI infrastructure success, with 44% of respondents rating avoiding vendor 
lock-in as “Very important” when choosing new solutions. This priority drives organizations 
to prioritize multi-cloud capabilities across traditional hyperscalers (AWS, Azure, GCP) 
and Neoclouds (49% of respondents) and multi-vendor hardware support spanning 
chip manufacturers like NVIDIA, AMD, and Intel platforms (46%). Interestingly, 18% of 
companies indicate an interest or plan to use hardware alternatives such as AWS Tranium 
and Inferentia chips, Google TPUs, and other accelerators in their infrastructure within the 
next 18 months.

The impact is clear: an astonishing 63% of organizations report delays or limitations in 
scaling AI projects caused by infrastructure compatibility issues or vendor lock-in. This 
lack of flexibility directly translates into operational bottlenecks, rising costs and lost 
opportunities to expand AI initiatives.
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Manual Intervention Persists in Daily AI Operations and 
Usability Despite Advances in AI Infrastructure

Technological advances in complex areas such as resource management are improving 
utilization and throughput rates, but getting workloads started still requires logging 
a helpdesk ticket for IT. For example, while over half of organizations are leveraging 
fractional GPU technologies and shared GPU workloads, 23% of them use a per-request 
allocation mechanism for manually assigning workloads to GPUs, and the balance have no 
strategy at all. This seemingly paradoxical result potentially reveals a gap in automating 
sophisticated GPU management, and a company would benefit from a single control 
plane that both schedules the workloads as well as dynamically fraction the GPUs based 
on workload requirements.

In addition, our survey finds 35% of organizations find providing resource access “Difficult” 
(27%) or “Very Difficult” (8%) for their AI/ML teams. Manual processes still dominate the 
operational landscape: shockingly, only 27% use automated resource sharing dashboards 
while an additional 23% of respondents depend on ticketing systems for provisioning and 
allocating compute to AI builders. The continued reliance on static resource allocation 
per user or team (52%) underscores how advanced GPU optimization often coexists with 
manual workflows, creating operational bottlenecks that limit full infrastructure ROI.  
Significant opportunities remain to improve operational efficiency through tools and 
platforms that provide self-service access to compute resources, reducing dependence on 
manual provisioning.

Incomplete Automation and Manual Provisioning Create 
Persistent Barriers as IT Teams Struggle to Operationalize 
Deployments at Scale

Scaling AI remains a critical challenge for IT teams, with incomplete automation and 
persistent provisioning bottlenecks slowing progress. A third of organizations (33%) cite 
“complex deployment” as their top barrier, highlighting the difficulty of moving AI projects 
from development into production. This is echoed in the 35% of organizations reporting 
they still depend on direct DevOps intervention or manual effort for compute access, 
while 22% of survey respondents have abandoned formal management altogether in 
favor of open resource sharing.

The automation gap is stark: despite a staggering 93% of respondents agreeing that 
self-service compute access would boost AI team productivity in our annual “State of AI 
Infrastructure 2024 Report”4, only 27% of organizations have implemented automated 
resource sharing dashboards while 23% continue manual machine allocation through 
ticketing systems. These manual dependencies will intensify as organizations ramp up 
AI in production with additional business use cases and more stakeholders, adding 
more pressure to already strained systems. While this naturally compounds concerns 
about security compliance, credential management, and operational visibility, there are 
potentially greater risks lurking around the corner– what happens when data sovereignty 
or AI sovereignty become a requirement? How does an already-squeezed team address 
new compliance oversight that adds more process into the existing workflow? 

4 5
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AI Agent Ambitions Outpace Organizational Readiness as 
Companies Struggle with Skills, LLM Access, and Compliance 
Risks

To realize ambitious AI agent deployment objectives, organizations must urgently address 
three critical readiness gaps that threaten to derail widespread enterprise adoption. Our 
research reveals a concerning disparity between organizational ambition and operational 
capability: while 89% of enterprises surveyed plan AI agent deployments within six 
months - split between custom-built solutions (49%) and off-the-shelf implementations 
(40%) - the majority lack foundational capabilities required for success.

The talent gap emerges as the most pervasive barrier, with 46% of organizations 
acknowledging insufficient internal expertise for building and managing agentic 
workflows. This skills shortage extends beyond technical implementation to encompass 
governance frameworks, prompt engineering disciplines, and agent orchestration 
capabilities that remain nascent even in digitally mature organizations. Compounding 
this challenge, 34% cite limited access to suitable large language models, whether due to 
procurement constraints, technical integration barriers, or uncertainty around optimal 
model selection for specific agent use cases.

However, security and compliance concerns overshadow all other considerations, with 
53% of respondents identifying data security and regulatory compliance as their primary 
anxiety - and 26% ranking it as their single greatest challenge. The credential propagation 
and infrastructure integration security issues cited by 46% of respondents underscore a 
fundamental architectural challenge: enterprises must enable AI agents to access systems 
and data while maintaining zero-trust principles and regulatory compliance across 
increasingly complex, distributed environments. 

Organizations that successfully navigate AI agent adoption will distinguish themselves 
through three strategic investments: (1) systematic upskilling programs that build internal 
agentic AI capabilities rather than relying solely on external expertise, (2) deliberate 
infrastructure modernization that embeds security-by-design principles specifically for 
agent-to-system authentication and data access patterns, and (3) governance frameworks 
that balance innovation velocity with compliance requirements.

To realize these lofty goals for widespread AI agent deployment, the competition for talent 
and ability to secure the data, models, and resources available to AI agents are critical 
issues for organizations to solve to achieve success.

From Training to Inferencing: Continued Trend Towards 
Specialized Hardware

Our 2024 State of AI Infrastructure at Scale annual report revealed a significant shift from 
training-centric workloads toward inference-centric applications and use cases. We have 
seen the same trendlines in our recent 2025-2026 survey, and foresee inference will 
represent the vast majority of enterprise GPU compute requirements in the next few 
years. In 2024, we saw respondents indicate that the key buying factor for inference 
solutions was cost. To address GPU scarcity, approximately 52% of respondents reported 
actively looking for cost-effective alternatives to GPUs for inference as compared to only 
27% for training - signaling a continuous shift in AI Hardware usage. 

We are seeing the diversification of hardware planning in the data, with 18% of 
respondents considering adopting datacenter AI chips, cloud-native accelerators, or edge 
AI accelerators in addition to NVIDIA or AMD GPUs.
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DEMOGRAPHY
We surveyed a mix of company sizes, with 33% of 
respondents working in companies with 2000-5000 
employees, 34% with 5,000-10,000 employees, 
and 33% with more than 10,000 employees. We 
included larger companies due to our hypothesis 
that they would have higher AI infrastructure 
maturity and best suited for offering insight on the 
concerns and goals driving infrastructure planning.

We talked primarily with AI infrastructure and IT 
leadership, with job titles such as Chief AI Officer, 
VP of AI Infrastructure, Head of IT, or Director of 
DevOps. We also included DevOps Architects, AI 
Infrastructure Architects, and Cluster Managers. 
Therefore our results primarily represent those 
directly managing infrastructure with decision-
making power.

Similar to our 2024 annual report, we targeted 
major economies in North America, Europe, and 
Asia-Pacific. We included a large range of verticals, 
including IT, software, banking, manufacturing, 
automotive, engineering, energy, and more. The 
largest representations came from information 
technology, manufacturing, and software 
companies.
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Which of the following best describes your role / job title?
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Which of the following categories best describes your organization’s primary industry?
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Approximately how many employees work at your organization (all locations)?

2001-5,000 33.0%

5001-10,000 33.8%

Greater than 10,000 33.2%

Where is your Organization Headquartered?

North America 59.2%

EMEA 29.8%

Asia-Pacific 11.0%
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QUESTIONS AND INSIGHTS
 SECTION I 

Strategic Priorities for 2025-2026: Navigating AI 
Infrastructure Expansion Amid Scaling Complexities

The growing need for efficient infrastructure is evident. Almost every single 
respondent (99.4%) is planning on increasing their computing power, and it is 
worth noting that 49% of respondents intend to get more ROI from their existing 
infrastructure investments by optimizing utilization of each GPU. Organizations 
that prioritize infrastructure utilization optimization and AI workload throughput 
enhancement will simultaneously address their most critical cost control imperatives 
while achieving cascading operational benefits across resource allocation efficiency, 
accelerated time-to-market, and sustainable scaling capabilities. To address security 
and governance challenges and the complicated and time-consuming process 
of deployment, teams should consider solutions that secure and streamline the 
entire AI stack, such as by eliminating the complexity of AI access and deployment. 
Organizations modernizing their AI infrastructure prioritize unified control plane 
capabilities that simultaneously address three critical requirements: technology stack 
rationalization, comprehensive cross-infrastructure visibility, and compute resource 
flexibility. Without this foundational layer, enterprises will struggle to achieve 
operational efficiency at scale.

On-premise

On-premise (air-gapped)

Single cloud (public cloud /
hyperscaler)

Single cloud (neocloud /
cloud service provider)

Multi-cloud (public cloud /
hyperscaler)

Multi-cloud (neocloud / cloud 
service provider)

Current AI Compute Setup

AI Compute Infrastructure Expansion Plans Over the Next 12-18 Months
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Top 3 Challenges When Managing AI Workloads Across On prem, Cloud, Multi-cloud, 
or Hybrid Environments (Ranked)
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Top 3 AI Infrastructure Priorities Over the Next 12–18 Months (Ranked)
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Survey data reveals significant hardware heterogeneity in enterprise AI infrastructure 
planning, with respondents indicating diverse deployment strategies across multiple 
compute architectures over the next 12-18 months – a finding that underscores the 
strategic shift toward vendor-agnostic infrastructure approaches. While we expected 
to see organizations continue to invest in NVIDIA GPUs, respondents showed an 
openness for additional hardware options, with 27% committed to AMD GPUs, and 
18% showing interest in other manufacturers, such as Google TPUs, AWS Trainium 
and Inferentia chips, Intel Habana Gaudi, and others. This underscores the need for 
companies to implement a flexible AI solution that keeps options open for different 
types of hardware down the line.

When queried on how their teams are currently optimizing GPUs, a significant 
percentage of respondents are already putting multiple AI workloads on a single 
GPU, leveraging fractional GPU technologies, and optimizing workload processing 
with schedulers and cloud auto-scalers. However, we then see a large gap in GPU 
management sophistication because a full 44% of respondents resort to manually 
assigning workloads to specific GPUs or admit to having no specific strategy for 
maximizing GPU utilization at all.

Organizations that still require DevOps support for assigning workloads or accessing 
compute by AI builders are at a severe disadvantage to those who have self-service 
access to GPU resources.  High-cost DevOps talent, often representing some of the 
most expensive technical hires within engineering organizations, should be focused 
on strategic infrastructure optimization and automation rather than tactical machine 

What Type of Compute Is Your Organization Considering Over the next 
18 Months for AI Training and Inference?

provisioning workflows - a resource allocation inefficiency that hampers operational 
velocity and ROI. Moreover, while dedicating resources to a single user, team, or project 
does indeed isolate that particular project from everyone else, that approach is not 
scalable and results in underutilized machines and wasted capacity. 

NVIDIA exclusively

AMD exclusively

A mix of NVIDIA, AMD, 
and other GPUs and AI 
Accelerators *

 SECTION II 

Resource Planning: GPU Utilization and Compute 
Management

* Such as Google TPUs, AWS Trainium, AWS Inferentia, Intel Habana Gaudi, Cerebras, 
FuriosaAI, edge AI accelerators (Hailo, Sima.ai, Cerebras), edge microcontrolers (NXP, i.MX, 
STM32), FPGAs or custom ASICs
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How Does Your Organization Currently Maximize Utilization of GPU Resources?

Method

Most frequently used method 2nd most frequently used method 3rd most frequently used method
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Using fractional GPU
technologies (i.e. NVIDIA

MIG, ClearML, Run:ai)

Using a job scheduler to
queue and allocate
workloads based on
resource availability

Leveraging cloud instance
auto-scaling to match

GPU supply with demand

Manually assign
workloads to specific
GPUs / no specific
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How do You Currently Manage Resource Allocation, 
Quotas, and Access Across Different Teams and 

Projects?

Manual allocation (ticketing
system)

No resource sharingc
dedicated resources

Open resource sharing (no
formal process)

Limited resource sharing
(multiple clusters per team)

Automated resource
sharing with dashboard

How Difficult is it for Your AI/ML teams to Access and Run 
Workloads on Compute Resources Across Your Environments 

(Cloud, On-prem, or Hybrid)?

Very Difficult - compute 
access is tightly 

restricted, DevOps must 
be involved every time  

Difficult - access available but  
inconsistent, often requiring

DevOps/custom setup

Not too difficult - self-service
possible but with some 

manual steps

Somewhat easy - environments  
integrated and accessible via 

self-service

Not needed - each
developer/researcher has

dedicated compute
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Survey data reveals a tri-modal distribution of security approaches for shared AI 
infrastructure: advanced organizations implement secure multi-tenant compute 
architectures with granular isolation controls (28%) while the vast majority are moderately 
mature teams deploy static resource partitioning strategies with minimal access controls 
(70%). Fortunately only a very small percentage lack any controls whatsoever (2%). Overall 
72% of respondents hold a security posture incompatible with enterprise AI governance 
standards for maintaining data privacy and meeting compliance requirements.

When reviewing respondents’ top security concerns, it is evident that a security apparatus 
is needed to address password sharing, credentials management, access control, 
and endpoint security. Companies should look into solutions that provide pervasive 
authenticated, role-based access control throughout the AI stack for human and non-
human users, that covers data, storage, models, and endpoints for AI models, agents, 
and applications. As data sovereignty and AI sovereignty becomes a concern for large 
enterprises and foreign governments, it may be well worth it to build a fully future-proofed 
AI stack that offers transparency and control. 

How Effectively Can Your Current Infrastructure Isolate Users and Teams (i.e., 
Network Isolation, Storage Isolation, etc.) While Allowing Them to Share Compute 

Resources Securely?

 SECTION III 

Security

Top Security Concerns Related to Infrastructure Access 
and Management

Shared credentials or 
passwords between 

users

Sensitive credentials 
automatically 

propagated to compute 
nodesNo fine-grained access 

controls for compute 
resources

Unsecured or publicly 
exposed model 

endpoints

Users having unrestricted 
access to system-level tools 

or hardware

Granting users secure 
data access

Somewhat effectively – We
statically allocate resources

per user or team, with
minimal isolation and no

access control

Not effectively – our shared
infrastructure does not

support isolation or access
control

No need for isolation
between users or teams

Effectively – we can
dynamically allocate

resources on a shared
compute cluster while

maintaining strict isolation
between resources with

access control
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As the platform of choice for clusters in production, Kubernetes is not for the faint-
hearted, and as organizations gravitate towards Kubernetes for AI deployment they will 
face challenges finding and securing talent for its management and maintenance. AI 
workload orchestration is critical to fluid AI workflows, from training to deployment, and a 
dependency on Kubernetes engineers creates a bottleneck.

For those running Kubernetes, their top challenges were shortcomings in RBAC and secure 

access control, the lack of AI workload observability or hybrid environment support, and 
setting up and maintaining GPU scheduling. When organizations not using Kubernetes 
were queried on why not, respondents explained it was due to a lack of expertise, the 
complexity involved, or still being in the evaluation stage. Based on the complexity and 
overhead required to manage Kubernetes, organizations are advised to find solutions that 
empower AI builders with direct compute access without interacting with the Kubernetes 
layer itself, both to prevent delays and protect the cluster.

 SECTION IV 

Critical Complexity Barriers for Enterprise AI Infrastructure: Orchestration, Scheduling and the 
Challenges of Using Kubernetes

What are Your Biggest Challenges in Managing Kubernetes or AI Infrastructure? What are the Main Reasons You’re Not Using Kubernetes to Manage Your 
Compute Resources?

Setting up and maintaining
GPU scheduling

Supporting 
hybrid/on-prem

Ensuring RBAC and secure
access control

Resource quota/over-quota
management

Lack of AI workload
observability

Providing secure multi -
tenant access to compute

End users have limited
familiarity with Kubernetes

User modifications interfere
with other workloads

Network restrictions limit
access to Kubernetes -

managed compute

Securely onboarding and
isolating multiple tenants

on Kubernetes Too complex to set up and
manage

Compute too small to
justify using Kubernetes

Lack of in - house
Kubernetes expertise

Not a good fit for current
workloads

Does not support multi -
tenancy

No resource quota
management

Security or compliance
concerns

Evaluating Kubernetes but
not adopted yet
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Research findings validate vendor flexibility as a mission-critical infrastructure 
requirement, with 44% of respondents identifying vendor lock-in avoidance as very 
important to their AI strategies. This overwhelming consensus reflects organizations’ 
recognition that infrastructure flexibility delivers dual strategic value: preserving the 
freedom to choose optimal cost-performance configurations for specific workloads 
while future-proofing investments against rapid technology evolution.

The ability to dynamically switch between cloud service providers and leverage 
heterogeneous silicon architectures enables enterprises to optimize total cost of 
ownership while mitigating technology obsolescence risks. Organizations articulated 
that this flexibility provides essential bargaining leverage with vendors, enables 
workload-specific infrastructure optimization, and protects against disruptions in the 
volatile GPU supply chain.

Vendor lock-in imposes quantifiable operational costs beyond procurement 
implications: 63% of survey respondents report that proprietary infrastructure 
dependencies have directly delayed or constrained their ability to scale AI initiatives. 
This data underscores that infrastructure flexibility represents not merely a 
procurement preference but a fundamental enabler of AI program velocity and 
scalability - transforming vendor independence from a “nice-to-have” into a strategic 
prerequisite for competitive AI deployment.

 SECTION V 

Preserving Strategic Optionality: Why 44% of Organizations Prioritize Vendor-Agnostic AI Infrastructure

How Important is Avoiding Vendor Lock-in When Selecting a New AI 
Infrastructure Tool?
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Have Infrastructure Compatibility or Vendor Lock-in Concerns Delayed or 
Limited Your Ability to Scale AI Projects?
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AI Agent Usage or Planned Adoption Within 6 Months

 SECTION VI 

Enterprise AI Agent Deployment: Bridging the Gap Between Ambition and Operational Capability

AI agent adoption has reached an inflection point, with 89% of surveyed enterprises 
either actively deploying or planning to implement agentic AI capabilities within the 
next 12-18 months. Organizations are pursuing dual strategies: custom-built agents 
tailored to proprietary workflows (49%) and off-the-shelf solutions for standardized 
use cases (40%). This widespread adoption reflects enterprises’ recognition that AI 
agents represent a transformative productivity lever too strategically significant to 
defer.

However, organizational readiness has not kept pace with adoption ambition. 
Implementation teams confront three primary capability gaps that threaten to derail 
deployment timelines and compromise operational effectiveness. First, security 
and compliance concerns dominate organizational anxiety, particularly regarding 
data access governance frameworks that must balance agent autonomy with 
regulatory requirements and enterprise risk postures. Second, 46% of organizations 
acknowledge insufficient internal expertise for designing, implementing, and 
managing agentic workflows; a skills deficit that extends beyond technical 
implementation to encompass prompt engineering, agent orchestration, and 
governance frameworks. Third, 46% cite security credential propagation challenges 
when integrating agents into existing infrastructure, exposing architectural limitations 
in authentication systems designed for human users rather than autonomous 
software entities.

These readiness gaps create substantial implementation friction and will likely 
differentiate successful AI agent deployments from stalled initiatives over the next 24 
months.
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Biggest Challenges When Planning to Deploy AI Agents
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CONCLUSION
The enterprise AI infrastructure landscape reveals a fundamental paradox: organizations 
have developed sophisticated technical capabilities such as advanced GPU optimization, 
multi-cloud orchestration, and agent deployment frameworks - yet struggle to translate 
these investments into sustainable operational advantages. Survey data demonstrates that 
70%+ GPU utilization remains elusive for most organizations despite available optimization 
technologies, while cost control pressures persist as the primary strategic concern driving 
infrastructure decisions. The increased focus on data and AI sovereignty only raises the 
stakes of building a flexible and future-proofed infrastructure that passes compliance 
audits.

This capability-maturity gap manifests across multiple dimensions. Organizations pursue 
vendor-agnostic, silicon-agnostic, multi-cloud strategies as essential future-proofing 
mechanisms, yet 63% report that infrastructure constraints have delayed AI scaling 
initiatives. Kubernetes has achieved platform dominance for AI workload orchestration, yet 
expertise deficits prevent mainstream adoption while early adopters confront persistent 
challenges in security management, observability, and GPU-aware scheduling that 
undermine operational efficiency. Effectively leveraging bare metal machines can skirt the 
issue, but IT teams still need visibility over the workloads and the ability to maximize GPU 
utilization. 

 The imminent wave of AI agent deployments is undeniable with 89% of enterprises 
committed to implementation within 18 months, which will stress already-strained 
operational capabilities. Organizations simultaneously pursuing agent adoption while 
managing fundamental infrastructure gaps around credential management, security 
governance, and manual resource provisioning face compounding complexity that 
threatens deployment velocity and business value realization.

The operational-technical disconnect represents the critical constraint preventing 
organizations from realizing ROI on AI infrastructure investments. Advanced GPU 
optimization capabilities coexist with manual provisioning workflows, sophisticated multi-
cloud architectures operate without comprehensive observability, and security automation 
lags despite universal recognition of credential management vulnerabilities, data privacy, 
and AI sovereignty requirements. Organizations should prioritize unified AI infrastructure 
platforms that integrate orchestration, security, observability, AI workbench capabilities, 
and self-service compute management within cohesive architectures rather than 
assembling point solutions. Driving AI infrastructure ROI requires integrated solutions that 
transform technical capabilities into truly end-to-end automated, secure, and self-service 
platforms capable of scaling with the evolving demands of enterprise AI.
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About ClearML
As the leading infrastructure platform for unleashing AI in organizations worldwide, ClearML is used by more than 2,100 customers to manage 
GPU clusters and optimize utilization, streamline AI/ML workflows, and deploy GenAI models effortlessly. ClearML is an NVIDIA partner and is 
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