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James Stanger, PhD
Chief Technology Evangelist - CompTIA
A+, Network+, Security+, MCSE, LPI LPIC 1, Symantec STA

Technologist, author and educator. Responsible for working 
with students, IT pros, hiring managers, and helping shape 
CompTIA educational standards. I have experience in:

• Leading organizations (company president)
• Security analytics and monitoring
• Exponential technology (e.g., blockchain, AI & ML)
• Data analytics
• Linux and open source
• Cloud security
• Pen testing, red teaming
• Threat hunting
• Network administration
• Web technologies
• Education program development

CompTIA blog page: 
https://tinyurl.com/y6pdw72g

Your presenter

LinkedIn: 
@jamesstanger



Copyright (c) 2024 CompTIA Properties, LLC. Al l Rights Reserved.  |  CompTIA.org

Agenda

▪ Tech challenges facing leaders in 
Canada and the world

▪ Unique skillsets needed today

▪ Potential shortages we’re seeing in 
Canada and worldwide

▪ How to create “skillable” tech workers

▪ Successful talent upskilling and 
retention strategies
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https://www.comptia.org/content/research/workforce-and-learning-trends-2023

https://www.comptia.org/content/research/workforce-and-learning-trends-2023
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https://www.comptia.org/content/research/comptia-state-of-tech-workforce-canada 

IT profession 
contributes 5.5% 

to Canada’s 
economy

Tech growth rate 
in Canada: 1.1%

https://www.comptia.org/content/research/comptia-state-of-tech-workforce-canada
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eXperience-focused thinking

• Customer eXperience (CX)

• Partner eXperience (PX)

• Employee eXperience (EX)

Are you eXperienced?



framing our 
experience
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You’re viewing 
90% of tech 
careers that 

exist right now

INFRASTRUCTURE

Cloud, data center, on-premise, 
telco, networking, automation, 

databases, AI

DATA
Turning raw data into actionable 
information; analytics, search, 

modeling, data lifecycle

SECURITY

Analytics, pen testing, GRC, incident 
response, cloud security, cyber threat 

intelligence

DEVELOPMENT
Coding, development, full-stack, 
front-end, infrastructure as code

“X factor” considerations for every IT “pillar”
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What we are facing in Canada – and globally

• A tech-transitional world

• High expectations

• Asymmetric situations

• Ever-multiplying, exponential tech

• Morphing attack surfaces / problem 
surfaces

• Regulations and directives
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The healthcare industry “x factors”

▪ A couple of stories

▪ Some thoughts:

– What did AI tell us?

▪ Was it valid?

▪ Who is to say?

▪ Skillsets / systems used

Medical 
training

Imaging 
tech

Cloud tech
Data 

systems

Security and 
Privacy

Critical 
thinking

Digital 
fluency
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The healthcare industry and upskilling the workforce

▪ Francois Mestre, CIO 
at the European Center 
for Disease Prevention 
and Control

▪ Simon Cowley, 
Cybersecurity Officer, 
Department of Health, 
Melbourne, Australia

▪ Andy Flatt, CIO
United Healthcare
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▪ Our data fabric, 
web 3.0 world (?)

▪ Essential services

▪ Customer Experience 
(CX)

– Identity management

– AI-enabled decision-
making

– Cognitive
automation

The need for “skillable”
workers

Data 
Lakes

Distribution 
Methods

Access 
Methods

Data 
Stores

Data 
aggregation

Cloud
Data 

centers
On prem Zero trustAnalytics
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▪ People who know
– IT / IoT / OT
– How to connect everything
– Development lifecycles
– How organizations work

▪ People who can
– Work with data
– Work with AI
– Create sophisticated solutions
– See around the corner of 

tomorrow’s problems
– Map tech to business

We need connectors and problem solvers!



Copyright (c) 2024 CompTIA Properties, LLC. Al l Rights Reserved.  |  CompTIA.org

X factor and “skillable” tech support / help desk

“My goal is to provide cutting-edge, AI-driven info to the help 
desk”
 -- Abhishek Parab, Cybersecurity Response Analyst, Dublin

“I manage a department that supports a hybrid-remote workforce. 
I need workers who can sift through real-time data input, and 
knowledge databases at lightning speed.”

Agatha Osakwe, Nigerian Communications Division
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The cloud skillability “net nexus”

▪ What is the “cloud-smart” “X factor?”

▪ We need connectors

– Data

– AI
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X factor – cybersecurity (cont’d)

Andres Silva, Penetration Tester, AXA 

Investment Managers

Elizabeth Bryerly, 

Security and Compliance 

Analyst, Assessivate

Vint Cerf

Chief Internet Evangelist

Google, US



what leaders are 
saying about the x 
factor, by industry



Copyright (c) 2024 CompTIA Properties, LLC. Al l Rights Reserved.  |  CompTIA.org

Leaders from around the world

• Upskilling and cross-skilling

• Retention
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Confidence

Business leaders from Coca-Cola, Veritas, State Farm, HCA Health, and Dell 
– what they need



eXperience paradigms to consider
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Generations of 
industrial revolution

• Each adopted a 
disruptive, 
exponential 
technology

• The tech we use

• We are in the 3rd to
4th industrial 
revolution

1st Revolution
Steam

Water power
Mechanization

2nd Revolution
Mass production

Assembly line
Electricity

3rd Revolution
Information age, Space 

age IT systems, 
automation

4th Revolution
Cloud, Cyber physical 

systems
intelligence, and context
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Host virtualization
Smarter use of 

hardware

Cloud host 
virtualization
Gets rid of all 

hardware!

Serverless
Abstract everything – the 

hardware, the OS, the app

1. Democratization

2. Miniaturization

3. Virtualization

4. Automation

5. Disintermediation

The “big 5” foundations of emerging tech: Democratization, 
miniaturization, virtualization, and automation

Growing trends for over 300 
years!



paradigms for success – 
going back to the 
future for the “x factor”
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Data labeling and AI ethics

▪ Marisol Ramos – works on CX

▪ Contractor for Meta (Facebook)

– “I’m working with various AI agents in 
different domains”

– These agents talk with Facebook users

– “Data labeling is refining the accuracy and 
performance of these agents”

– This “helps us meet industry and federal 
standards”

▪ Her skillset

Ethics Legal 
compliance

Transparency

Explainability

Iteration

Risk 
management
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X factor – cybersecurity

Christina Cobb

Security Analyst

Aviva Health

Chris Cochran

Threat hunter

NSA, Netflix, 

Huntress Labs
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“Good to go”
Contingency, context, and 

correlation

X factor paradigms, perspectives, and practices

The defender’s dilemma

FROM TO
The attacker’s dilemma

Cybersecurity from the 
“ground up”

Iterative cybersecurity

Tactical IT Strategic IT

Signature-based 
detection

Heuristic detection

Perimeter Identity / ZT

Isolated decision-making Assisted decision-making
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Iteration – a foundational concept for success

▪ But we’re not great at it

▪ Why?

– The need for speed

– Lack of buy-in

– Lack of governance

– Lack of ability to curate

▪ Successful organizations have 
the ability to try, try, try again 
. . .

https://www.linkedin.com/in/rachel-singleton-0b1277148?originalSubdomain=uk 

https://www.linkedin.com/in/rachel-singleton-0b1277148?originalSubdomain=uk
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Government and the “x factor”
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“X factor” skills that help us use exponential technologies

Cooperating with 
the inevitable

Lateral thinking

Iteration

Process 
automation

Dialogue 
(with AI and 

everyone else!)

Process 
improvement

Transforming data into 
actionable information

Tech skills Data skills



CompTIA research 
and the “X factor”
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CompTIA IT Industry 
Outlook 2024

URL: https://connect.comptia.org/content/research/it-industry-trends-analysis s

https://connect.comptia.org/content/research/it-industry-trends-analysis
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Workforce and Learning Trends 2024

URL: https://www.comptia.org/content/research/workforce-and-learning-trends-2024

• Impact of AI

• The “T-Shaped worker”

• Data-driven talent development

• Take active role in development

• DEIB / ESG momentum

• Workforce flexibility?

• Staff retention / talent mobility

• Need for valid training frameworks

https://www.comptia.org/content/research/workforce-and-learning-trends-2023
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• Morphing attack surface

• Addressing security issue root causes 

• People, policy, process – and product

State of cybersecurity 2024

• Morphing solutions

• Data and cybersecurity

• AI and cybersecurity

URL: https://www.comptia.org/content/research/cybersecurity-trends-research

https://www.comptia.org/content/research/cybersecurity-trends-research
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Looking forward to connecting

https://www.linkedin.com/in/jamesstanger

https://www.linkedin.com/in/jamesstanger
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The Skills needed to combat today’s cybersecurity
threats (RSA)

Automated Pen Testing
(Admin Magazine)

Two sides of the same coin: Pen testing and 
security analytics

What’s hot in network certifications  
(NetworkWorld)

Escaping the Cybersecurity Metrics Matrix 
(CompTIA)

Private Eye: Open source tools for automated 

pen testing Admin Magazine

Thoughts about the help desk 
(YouTube)

The Hunt for the Meaning of the Red team 
(CompTIA)

The IT security disconnect (HP Enterprise)

A blockchain manifesto? A report from 

the RSA 2018 Blockchain Focus Group
Cloud Orchestration with Chef 
Admin Magazine

No more close shaves: Talking end 

user security

How CIOs can optimize ITSM software 
(SearchCIO)

Vulnerability management: How to target 
bug bounty programs 
(TechTarget)

My career change journey: The importance 

of networking

The role of the service desk in the 
cybersecurity kill chain (HDI)

How to prevent insiders from breaching 
your data (Forbes)

10 critical security skills every IT team needs 
(interview, CIO Magazine)

How AI can help you stay ahead of 
cybersecurity threats (CSO Magazine)

Don’t hack me, bro! (Admin Magazine)

At the hop: Security testing with hping3 
(Linux Magazine)

How Technical Debt 
Can Damage 
Business
Agility and
Competitiveness

(ITPro, UK)

The Internet of 
Things (IoT) and 
Technical Debt: Why 
It Matters  
(CompTIA)

James Stanger, PhD
Twitter: @jamesstanger
Skype: stangernet

My CompTIA hub:
https://www.comptia.org/blog/listing/author/james%20stanger

Thank You!

Latest articles and blog entries:
Putting AI and ML to work (CompTIA)

What is the difference between IT security and 
cybersecurity? (CompTIA)

Observations at RSA San Francisco 2020 
(CompTIA)

Where the Wild 
Things Are: 
Investigating 
Browser-based Brute 
Force Attacks 

October, 2020, 
Admin Magazine

Threat Modeling and 
Cyber Threat 
Intelligence (CompTIA)

Do Fuzzing Applications Really Work?  (CompTIA)

Threat Intelligence Platforms 
– needed? (CompTIA)

Visualizing with the Elastic Stack 
and Zeek (CompTIA)

Moving to the Cloud: IT Infrastructure and 
Cybersecurity skills required (CompTIA)

Rust Never Sleeps: Cyber and my Vintage 
Land Cruiser (CompTIA)

The Cybersecurity Hat Trick (CompTIA)

No sleep ‘til SITS: The birth of time itself 
(CompTIA)

Cross-Layered Detection and Response 
(XDR): A Welcome New Entry in the 
Cybersecurity Alphabet Soup (CompTIA)

We’re All in this Together: Community and 
Collaboration Are Key to Cyber Success 
(CompTIA)

Old Guard “Cowboy IT” 
(SC Magazine)

Beyond the security alert dance  (CompTIA)

Getting hired – pointers (CompTIA)
Adventures in Analytics (CompTIA)

https://www.rsaconference.com/blogs/the-skills-needed-to-combat-todays-cybersecurity-threats
https://www.rsaconference.com/blogs/the-skills-needed-to-combat-todays-cybersecurity-threats
http://www.admin-magazine.com/Archive/2018/45/Open-source-intelligence-tools-for-pen-testing
https://certification.comptia.org/it-career-news/post/view/2018/12/05/two-sides-of-the-same-coin-a-glimpse-into-pen-testing-and-security-analytics?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/12/05/two-sides-of-the-same-coin-a-glimpse-into-pen-testing-and-security-analytics?ht=james%20stanger
https://www.networkworld.com/article/3317565/careers/what-s-hot-in-network-certifications.html
https://certification.comptia.org/it-career-news/post/view/2018/09/17/escaping-the-cybersecurity-metrics-matrix?ht=james%20stanger
https://youtu.be/3rAi2iNldeA
https://certification.comptia.org/it-career-news/post/view/2018/07/30/the-hunt-for-the-meaning-of-the-red-team-a-lesson-from-a-fun-old-movie?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/05/02/a-blockchain-manifesto-a-report-from-the-rsa-2018-blockchain-focus-group?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/05/02/a-blockchain-manifesto-a-report-from-the-rsa-2018-blockchain-focus-group?ht=james%20stanger
http://www.admin-magazine.com/Archive/2017/42/Make-Your-IT-Automation-Systems-Play-Together-Like-a-Symphony/(offset)/6
https://certification.comptia.org/it-career-news/post/view/2018/05/18/no-more-close-shaves-talking-end-user-security-at-the-national-conference-of-state-legislatures?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/05/18/no-more-close-shaves-talking-end-user-security-at-the-national-conference-of-state-legislatures?ht=james%20stanger
https://searchcio.techtarget.com/tip/What-steps-can-CIOs-take-to-optimize-their-ITSM-software
https://certification.comptia.org/it-career-news/post/view/2018/03/23/my-career-change-journey-the-importance-of-networking?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/03/23/my-career-change-journey-the-importance-of-networking?ht=james%20stanger
https://www.cio.com/article/3228965/it-skills-training/10-critical-security-skills-every-it-team-needs.html
http://www.admin-magazine.com/Archive/2016/35/Implementing-custom-security-frameworks-with-Bro
http://www.linux-magazine.com/Issues/2009/99/Hping
https://www.itpro.co.uk/business-strategy/34273/how-technical-debt-can-damage-business-agility-and-competitiveness
https://www.itpro.co.uk/business-strategy/34273/how-technical-debt-can-damage-business-agility-and-competitiveness
https://www.itpro.co.uk/business-strategy/34273/how-technical-debt-can-damage-business-agility-and-competitiveness
https://www.itpro.co.uk/business-strategy/34273/how-technical-debt-can-damage-business-agility-and-competitiveness
https://www.itpro.co.uk/business-strategy/34273/how-technical-debt-can-damage-business-agility-and-competitiveness
https://certification.comptia.org/it-career-news/post/view/2019/08/14/the-internet-of-things-(iot)-and-technical-debt-why-it-matters?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2019/08/14/the-internet-of-things-(iot)-and-technical-debt-why-it-matters?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2019/08/14/the-internet-of-things-(iot)-and-technical-debt-why-it-matters?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2019/08/14/the-internet-of-things-(iot)-and-technical-debt-why-it-matters?ht=james%20stanger
https://www.comptia.org/blog/listing/author/james%20stanger
https://certification.comptia.org/it-career-news/post/view/2019/06/21/ai-and-machine-learning-for-it?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2019/06/17/what-is-the-difference-between-it-security-and-cybersecurity
https://certification.comptia.org/it-career-news/post/view/2019/06/17/what-is-the-difference-between-it-security-and-cybersecurity
https://www.youtube.com/watch?v=F_eDGejlRg4
https://www.admin-magazine.com/Archive/2019/53/Credential-harvesting-at-the-network-interstice
https://www.admin-magazine.com/Archive/2019/53/Credential-harvesting-at-the-network-interstice
https://www.admin-magazine.com/Archive/2019/53/Credential-harvesting-at-the-network-interstice
https://www.admin-magazine.com/Archive/2019/53/Credential-harvesting-at-the-network-interstice
https://www.admin-magazine.com/Archive/2019/53/Credential-harvesting-at-the-network-interstice
https://www.comptia.org/blog/threat-modeling-and-cyber-threat-intelligence
https://www.comptia.org/blog/threat-modeling-and-cyber-threat-intelligence
https://www.comptia.org/blog/threat-modeling-and-cyber-threat-intelligence
https://www.comptia.org/blog/fuzzing
https://www.comptia.org/blog/threat-intelligence-feeds
https://www.comptia.org/blog/threat-intelligence-feeds
https://www.comptia.org/blog/the-elastic-stack-free-tools-for-cybersecurity-threat-visualization
https://www.comptia.org/blog/the-elastic-stack-free-tools-for-cybersecurity-threat-visualization
https://www.comptia.org/blog/moving-to-the-cloud
https://www.comptia.org/blog/moving-to-the-cloud
https://www.comptia.org/blog/5-foundational-cybersecurity-principles
https://www.comptia.org/blog/5-foundational-cybersecurity-principles
https://www.comptia.org/blog/three-parts-of-cybersecurity
https://www.comptia.org/blog/no-sleep-til-sits-lessons-learned-at-the-london-service-desk-show
https://www.comptia.org/blog/what-is-cross-layered-detection-and-response-xdr
https://www.comptia.org/blog/what-is-cross-layered-detection-and-response-xdr
https://www.comptia.org/blog/what-is-cross-layered-detection-and-response-xdr
https://www.comptia.org/blog/'we're-all-in-this-together'-community-collaboration-are-key-to-cyber-success
https://www.comptia.org/blog/'we're-all-in-this-together'-community-collaboration-are-key-to-cyber-success
https://www.scmagazine.com/perspectives/how-old-guard-cowboy-it-caused-the-solarwinds-supply-chain-compromise/
https://www.comptia.org/blog/log4j-vulnerability
https://www.comptia.org/blog/get-that-job
https://www.comptia.org/blog/data-analytics-growth
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To download the slides

https://comptia365.sharepoint.com/:p:/s/stanger/ESrRpOP1zBhDrmPO-by9Of8BMzumyJW2zjde6C10m4CD4g?e=fgYHiL 

https://comptia365.sharepoint.com/:p:/s/stanger/ESrRpOP1zBhDrmPO-by9Of8BMzumyJW2zjde6C10m4CD4g?e=fgYHiL
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