*#zBlackBerry. Secure Communications SOLUTION BRIEF

<) BlackBerry SecuSUITE

Mission-Certified Communications for Government Operations

Adversaries are actively targeting government communications; exploiting network vulnerabilities,
intercepting metadata, and impersonating trusted identities to compromise the most sensitive
operations. Standard encryption tools and consumer-grade platforms were not designed to withstand
these threats. BlackBerry® SecuSUITE® delivers mission-certified communications built specifically for
the environments where failure is not an option.

The Threats Targeting Mission-Critical Communications

Attackers exploit vulnerabilities in mobile networks and unsecured
Eavesdropping applications to intercept calls, messages, and authentication codes,
enabling privilege escalation and operational compromise.

Adversaries impersonate trusted contacts using sophisticated spoofing
Identity Spoofing techniques, leading to fraudulent communications and compromised
decision-making in high-trust channels.

Even when content is encrypted, metadata reveals who is communicating,
Metadata Exploitation when, and how often, exposing organizational structures and operational
behavior.

Consumer-grade platforms lack auditability and governance controls,
Insufficient Controls making compliance oversight nearly impossible and leaving organizations
exposed to third-party jurisdictions and policy constraints.

Solution Overview

BlackBerry SecuSUITE is purpose-built to address each of these threats, delivering mission-certified
communications for the world's most demanding environments. It protects calls, messages, and data

using end-to-end encryption, cryptographic identity validation, and defense-grade assurance across
every communication layer.

Certified and validated by the world's leading independent agencies, including FIPS, Common Criteria,
FedRAMP High, and NATO Restricted, BlackBerry SecuSUITE enables secure communications without
reliance on vulnerable public networks. It also delivers metadata shielding to protect the message,
identity, and behavior of everyone in a conversation.

With over a decade of proven deployment in high-risk environments, SecuSUITE allows organizations to
communicate with absolute trust, regardless of location, infrastructure, or threat level.

Proven Results for High-Stakes Operations

e Full Sovereigh Control: BlackBerry SecuSUITE enables organizations to decide where their data lives
and retain exclusive authority for key ownership. Supporting on-premises, private cloud, hybrid, and



air-gapped deployments, it helps ensure communications remain under full sovereign control,
independent of foreign jurisdictions and third-party platforms.

e Total Communication Integrity: Every communication is protected end-to-end. Every identity is
verified. Every device is trusted. Every policy is enforced. This unified integrity model helps ensure
secure communications across users, devices, and environments, without compromise.

e Continuous Identity Verification: BlackBerry creates a governed environment where every user is
explicitly authorized and continuously verified, preventing unauthorized access regardless of network
or location.

e Rapid, Non-Disruptive Deployment: BlackBerry SecuSUITE integrates easily with existing mobile
devices and workflows. Its intuitive interface, minimal training requirements, and support for iOS and
Android enable rapid adoption without disrupting operations.

e Mission-Certified Reliability: Mission-certified for high-stakes environments, BlackBerry SecuSUITE
delivers defense-grade assurance, certified and validated by the world’s leading independent
agencies. Governments and regulated organizations worldwide rely on it to maintain secure
operations under the most demanding conditions.

Use Cases

e Mission-Critical Communications: BlackBerry SecuSUITE secures communications that shape
global security, diplomacy, and critical infrastructure. Trusted by alliances such as the Five Eyes and
NATO, and by governments across Asia, Africa, and Europe, it protects the most sensitive national
operations.

e Secure Travel Communications: When leaders and officials operate on untrusted networks abroad,
BlackBerry SecuSUITE protects calls and messages with end-to-end encryption, operates
independently of local infrastructure, and maintains consistent security anywhere in the world.

¢ Intellectual Property Protection: For global manufacturers and critical infrastructure operators,
SecuSUITE secures sensitive communications and file sharing, protects metadata, and supports
compliance with stringent data protection and sovereignty requirements.

When control is non-negotiable, when resilience is mission-critical, and when no compromises can be
made — BlackBerry SecuSUITE is the only choice.

Talk to an expert

Contact us today to learn more about BlackBerry SecuSUITE or visit blackberry.com/securecomms

ABOUT BLACKBERRY

BlackBerry (NYSE: BB; TSX: BB) provides enterprises and governments the intelligent software and services that power the world around us. Based in Waterloo,
Ontario, the company’s high-performance foundational software enables major automakers and industrial giants alike to unlock transformative applications,
drive new revenue streams and launch innovative business models, all without sacrificing safety, security, and reliability. With a deep heritage in Secure
Communications, BlackBerry delivers operational resiliency with a comprehensive, highly secure, and extensively certified portfolio for mobile fortification,
mission-critical communications, and critical events management.

For more information, visit BlackBerry.com.
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