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Zero Trust For
Applications:

How To Protect Yourself
Against Zero Day
Vulnerabilities. Ben Jenkins




Who Are Our
Adversaries?
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Sophisticated
Businesses
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What is hacking?
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Exploited Software - 2021

solarwinds & =0
RMM
E EXCha ng e Apache ™

Over 21,000
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= Microsoft

Microsoft ‘Follina’
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Microsoft ‘Follina’

C:\temp\boo.exe

2/ Program Compatibility Troubleshooter

Detecting issues

Cancel




Threat Actors Use
CVE’'s To Make
Mohey




11 Seconds
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Ransomware Attack Vectors Shift as
New Software Vulnerability Exploits Abound

e Average Ransom Payout - $220,000

e 77% of Ransomware Attacks involved the
threat to leak exfiltrated data

e The data will not be credibly destroyed

e Ransomware attacks still disproportionately
affect small businesses

e Average 23 days of downtime

Source: https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound
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Distribution by Company Size (Employee Count)

Over 100000

1,001 to 10,000

107 to 1,000

10,001 to 25,000

11 to 100
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How can we solve this problem?
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Malware Is just Software
C C++ C#

Java Python
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Heuristics ANTIVIrUS

Threat Huntin Endpoint
g g Detection and

lﬂ\.l. Response

Ransomware
AV 2.0 SOC Detection

Next Gen Antivirus
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Allow what you need
and BLOCK everything else

To protect you from cybersecurity threats, putty (1).exe X
has been blocked from executing. If you want to run this
application, you can Request Access to the application.

Request Access Don't show again
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Learning Mode

Date Hostname Username Details

01/01/2025 TLLT-COMPUTER SYSTEM c:\program\of fice\officel6xexcel. exe
Effective Action:

Organization Name: ACME, Inc.

Details: c:\program\office\officel6xexcel.exe
Hash: FB54DD93397E4215ED435DFF8452C1
Hostname: TLLT-COMPUTER

Username: AUTHORITY\SYSTEM

Policy: ACME Inc.\Workstation\Office
Application Name: Office(Built-In)

Process: c:\program\office\office i6xexcel.exe(8120)

Action Policy

execute Permit

Thunderbird (Built-In)

< < BE

Inherit

ams (Built-In) Inherit

1<

7-Zip (Built-In)

R E <

Updated Applications
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What about
attacks that
e e Iive Off the Ia n ?

See more of this memo

Invisible.exe
2 PowerShell @

w Microsoft Word

BIU

PS Chwindows\syswowb4\msdt.exe

<script=
location.href = “ms-msdt:/id PCWDiagnostic /skip force fparam \"IT_Re-

browseForFile=? IT_LaunchMethod=ContextMenu IT_BrowseForFile=$§(In-

voke-Expression($({Invoke-Expres-
sion('[System.Text.Encoding] '+[char]58+[char]58+ 'Unicode.GetString([System.

Convert]'+[char]58+[char]58+'FromBase64String(my base64 encoded com-
mand)) VAL headeaheideid koo doid e d e PWAN-
dows/System32/mpsigstub.exe\"";

=</script=

RegSwr3z2 L

o C:\windows\system32\regsvr32.exe
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Ringfence

@

kv >_

PowerShell

Office
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Ringfence

2

PowerShell ‘ E

Files and Folders
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Administrator Permissions

QuickBooks >-
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Storage Control
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What Is the challenge with securing
your network today?

There is no network!
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ussia

We just share it!
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ENCRYPTED
CONNECTION

YOU
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Network Access Control

THREATLOCKER

Ports

@ All Ports (8-65,535)
O These selected Ports

Sources

These selected locations

@ All
QO Add location/Tag

(g Remae

Permit Dev Group RDP to DevServer

Permit RDP 10.8.8.7 to 186.8.8.22

Destination Ports

Permit RDP 108.8.8.155 to 10.8.8.22
@® All Ports(@-65,535)

O These selected Ports

Permit SSH 10.8.6.222 to 10.8.8.112 Destination Locations

These selected locations

@ ALl
Permit all SMB to 10.8.8.4 O These Selected locations

Permit Accounting Group SMB to FileServer

Workstations SMB to FileServer
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Thank you
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