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Who Are Our 
Adversaries?



Sophisticated 
Businesses Nation StatesGangs



What is hacking?



Exploited Software - 2021

Over 21,000  
more



Microsoft ‘Follina’





Microsoft ‘Follina’



Threat Actors Use 
CVE’s To Make 

Money



11 Seconds



RAAS



● Average Ransom Payout - $220,000
● 77% of Ransomware Attacks involved the 

threat to leak exfiltrated data
● The data will not be credibly destroyed
● Ransomware attacks still disproportionately 

affect small businesses
● Average 23 days of downtime

Ransomware Attack Vectors Shift as 
New Software Vulnerability Exploits Abound

Source: https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound





How can we solve this problem?



Malware is just Software

C C++ C#

Java Python



Endpoint 
Detection and 

Response



Allow what you need 
and BLOCK everything else



Learning Mode

Updated Applications



What about 
attacks that 
live off the land?



Office

PowerShell

Ringfence



Ringfence

PowerShell

Files and Folders



Administrator Permissions



Storage Control



There is no network!

What is the challenge with securing 
your network today?



We just share it!



VPN





Allowlisting Elevation Control Network Access Control

Ringfencing Storage Control



Thank you


