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Introduction

First described as ‘Threat Trees’

Attack Tree Analysis (ATA)

Based on Fault Tree Analysis (FTA)
Determine paths and likelihood of attack

Similarities to FTA

Logic gates and events
Qualitative and Quantitative analysis

Differences to FTA

Consider obstacles to attack
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Construction

Construct from POV of the
attacker

|dentify goal (threat
identification)

ldentify immediate objectives
Continue through immediate
levels of complexity

Terminate with asset attacks and
vulnerabilities

ldentify initiators and enablers
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Construction...

Logic Gates:
* Represent interaction
between events
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Events

Initiator — event that triggers the
hazardous situation
(Frequency)

Enabler — event whose failure
allows initiator to trigger
hazard (Probability)
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Qualitative Analysis

Determine minimal cut sets

Potential paths of attack
Determined using Boolean algebra
One initiator per set

Example:
HAZ = INIT (AND) GT1
GT1 = ENAB1 (OR) ENAB2
HAZ = INIT (AND) (ENAB1 (OR) ENAB2)
= INIT (AND) ENAB1 (OR) INIT (AND) ENAB?2

Quantitative Analysis possible
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Indicators

e Allocated to events

* Represent obstacles to a

successful attack
Each indicator has numerical value

* Must specify how indicator values

are combined

Costs might be summed for AND logic,
whereas lowest cost select for OR logic

* Indicator values of cut sets
suggest which path of attack an
attacker is most likely to select.
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Indicators

. ,:.a EXPERTISE:Expertize

----- ':" LAY KMAN:Unknowledgeable compared to experts or proficient persons

----- ':" PROFICIENT: Proficient person with general knowledge about the security fiekd

----- ':" EXPERTS:Expert familiar with unertying algorithms, protocols, hardware structures etc.
----- .:,.* EXPERTS-MULTIPLE:Multiple experts required with different fields of expertise

.; KNOWLEDGE: Knowledge about TOE

----- .:,.* PUBLIC:Public information concerning the TOE

----- .:,.* RESTRICTED:Restricted information concerning the TOE
----- o SENSITVE:Sensitive information about the TOE

----- o CRMCALINFO:Critical information about the TOE

,=.J EQUIPMENT:Equipment

----- .:,r STAMDARD:Readily available standard equipment

----- .:,r SPECIALIZED:Equipment not readity available

----- .:,r BESPOKE:Bespoke eguipment with controlled distribution or that must be specialty produced
----- ,,r BESPOKE-MULTIPLE:Multiple bespoke eguipments reguired

-y WINDOW:Window of opportunity

----- -:“ CRIMCAL:High availability via publicfuntrusted network without any time limitation

-----  HIGH:High availabilty and limited time. Logical or remote access without physical presence
----- ,,r MEDIUM: Low availability of the TOE with limited physical and/or logical access

----- o LOW:Very low availabilty of the TOE




Likelihoods

* Allocated to primary events

Alternative to specifying Frequency and
Probability values

 Represent user defined categories
E.g.: Low, High, Critical

* Indicator options may be used to
determine likelihood

* Values determined by taking
nearest likelihood to underlying
frequency and probability

Uses median calculation



Consequences & Risks

 Consequences allocated to TOP event
Quantifies impact of successful attack

e (Calculate numerical risk due to attack

Product of consequence weight and TOP gate
probability/frequency

* Risk sensitivity calculated for each

event
Indicates how risk might be most easily mitigated
Event with high sensitivity will give greater risk
reduction if improved



Example
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Example

[Special softwareL
4
Entertainment ‘

system patch
out of date

OBD patch
out of date

Bluetooth-enabled 'Q' OBD dongle
entertainment system P installed




Example

* Basic event data.

m Initiator frequency | Enabler probability

SPECIAL_ATTACK 1x 1010

L 9
E NT_PATC H 0 . 25 Gain access via Gai:ri::f: via

entertainment
system diagnostic dongle|

CELL_ATTACK 1x107 A

OBD_INSTALLED 0.02 [

P
[

OBD_SECURE 0.25 Attack Entertainment Attack via dongle Find vehiclethat

entartainmant system security | | using cell phone iz vulnerable to
system using patch out-of-date and app attack via OBD
special equipment dongle

e Eventindicators. O, B, 0. A

i i i : . i |specm_mm:x| | ENT_PATCH | |CELL_A'I‘I'A£K|
m Expertise indicator | Equipment indicator ]
f=1E-10 P=025 f=1E-0%

EXPERTISE=2 EXPERTISE=0 EXPERTISE=0

SPECIAL ATTACK EXPERTS (2) BESPOKE (2) EQUIPMENT=2  EQUIPMENT=0  EQUIPMENT=0

CELL_ATTACK LAYMAN (0) T i L elihood
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|0ELD_INSTALLED| |OE|D_5ECURE |

1 X 10'11 P=D.02 P=025
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LOW 5

MED 3 1x10710

HIGH 1 1.1 x 107
0

V. HIGH 1x107



Example

CELL_ATTACK.OBD_INSTALLED.O  5x 1010 HIGH computer

BD_SECURE A

o

SPECIAL_ATTACK.ENT_PATCH 2.5x101 LOW 2 2

Gain access via Gain access via
entertainment on-board
system diagnostic dongle|

] ]

V. LOW 5x 1012 ENT_PATCH 1x107

LOW 5 1x 1012 OBD_INSTALLED 2.5x 108 ertartsiment || systom senuty || ssing cel phone inerati to
system using patch out-of-date and app attack via OBD
-10 -9 il eauy d dongle
MED 3 1x 10 OBD_SECURE 2x10 m~ B, . O, -
[seecia_ameck| [ EnT_PaTcH | [ CELL_ATTACK |
HIGH 1 1.1 x 10°
f=1E-10 P=D.25 f=1E-08
EXPERTISE=2  EXPERTISE=0)  EXPERTISE=D
V. HIGH 0 1x 107 EQUIPMENT=2  EQUIPMENT=0  EQUIPMENT=D

Vehicle has OBD || OBD dongleis
dongleinstalled not secure

B, B

|0EID_INSTALLED| |OEID_5ECURE |

P=0.02 P=0.25
EXPERTISE=D EXPERTISE=0
EQUIPMENT=0 EQUIPMENT=0



Conclusion

e Attack Tree Analysis

e Useful means to understand and model
threats

* Predict frequency and probability of
successful attacks

* Predict risk from attack and pinpoint
weaknesses

 Account for obstacles to attacker
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