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Develop fast.
Stay secure.




DevOps requires dev first security

Empower developers to build applications securely within the entire development process
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https://www.isc2.org/-/media/ISC2/Research/2021/ISC2-Cybersecurity-Workforce-Study-2021.ashx
https://www.idc.com/getdoc.jsp?containerId=US47199121

The modern application
A New Risk Profile

Deployed daily - waterfall approach doesn't

10-20% of
scale. Scans can’t take hours. codebase
80% of vulnerabilities found in indirect Open Source 8059%% of
dependencies Libraries codebase
100s of Linux packages, and their Containers
vulnerabilities, inherited with base images
#1 cloud vulnerability is misconfiguration laC
[NSA] .

v snyk



Cloud turns IT into App Services

Pre-cloud Digital Transformation Cloud
Require IT Security Solutions Require Application Security Solution
App Code X Code Vulns App Code
Open Source Library X Known Vulns Open Source Library

0SS Platform/Apps
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3 . >
IT Apps (Dropbox, Email...) X Bad Config Cloud/saas Services °
(7]
(/]
o
(o)
Servers, VMs X Unpatched OS Containers 2
(]
Network X Open Ports VPC, Service Mesh
vSphere Kubernetes
Hardware Cloud

Dev

| IT/Op

snyk



DevSecOps:
Continuous Security, Integrated
throughout DevOps

Production

Traditional/Paa$
. Serverless
submit build deploy
° ) °
Kubernetes
. Registr
Code Git repository ci/cp gistry

snyk
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Developer Security Platform

w Snyk Code g Snyk Open Source a Snyk Container % Snyk laC
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Developer Experience

Application intelligence Security intelligence

Empowerment Extensibility Governance



Founded on belief that developers
can and should handle security

Snyk is all about DEV What does DEV product mean?

+ Self serve usage
+ Tight GitHub integration
* Developers drive adoption! + Robust CLI . |
. . + Super clean CI/CD integration
SNOBdILO fove G RSOl * Easy fix that doesn't require a lot of developer time and expertise
+ Otherwise ‘work around it’

+ Broad use in open source projects - leading indicator of “what’s 1 ght”

* Avoid mistakes of others designed to serve a central administrator first, and
be pushed down on development,

Ik
[:J snyk snyk.io

snyk.io

l‘:,rj snyk

Snyk intro ca. 2018



Thank you!

snyk
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Our expertise. Your success.

Continuously helping you make the e Flexible
most out of SﬂYk Get the right level of support for your team
° Expert
Snyk’s Customer Success programs provide Leverage Snyk’s experience with developer-led application
the expertise and resources you need to security
successfully implement your application e Ongoing
security program and maximize the return on Realize value throughout your journey with Snyk

your investment with Snyk.

ot o

Onboarding Sustained
Success

—
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Snyk’s Last 12 Months

[_drift/=e8

New Alliances

Partner Progress

Partnered with Google on Assured Open Source program
Snyk Technical Alliance Partner program launched with
Atlassian, Sysdig, Docker, Hashicorp, Stackhawk

Joined ServiceNow TAP program

Strategic Atlassian partner - exclusive first-party integration in
Bitbucket Cloud

OpsGenie integration

Exclusive first-party integration with AWS CodePipeline
Snyk vulnerability database powers Amazon Inspector,
Dynatrace Application Security Module

AWS Security Competency

Red Hat Container Certification

laC integration with Terraform Cloud Enterprise

Snyk Code - Find and fix
vulnerabilities in application
code in real time

Product Enhancements

Q22021

Snyk Team plan

JetBrains IDE Support for Open Source and
Code

Project Attribute Policies

Elixir Support for Open Source

Maven plugin 2.0

Code in Free Plan

Critical Severity

Snyk laC CLI - Terraform Plan Scanning
GitHub Code Scanning Support for Open Source
CloudFormation Support in laC

Container Kubernetes Workloads Automation
Visual Studio IDE plugin for Open Source

Q4 2021

Snyk Learn released

Snyk Apps

Snyk Open Source.NET remediations
Snyk Open Source in VS Code

Snyk Code Local Engine Beta

Snyk laC ARM file support
Acquisition of driftctl

Snyk laC Custom Rules

Snyk Open Source fixes in CLI

=4

Snyk Learn -Security
education designed for
developers

Q3 2021

Malicious Packages

Container - Automatic Base Image
Detection

Social Trends

Snyk Policies

Snyk Code Python and PHP

Snyk Code Priority Score

Jenkins plugin

Additional Container Registries
Improve Reachable Vulnerabilities(Java)
Snyk IAC CLI Ignore

New Smaller and Faster CLI

Q12022

Unmanaged C/C++ in Snyk Open Source

laC, Container, and Snyk Advisor in JetBrains
IDEs

Native integration with Atlassian Bitbucket
laC drift management

laC integration with Jira and central reporting
Terraform variable support

All Snyk products available self-serve
Self-serve SSO

snyk



PROTECTED BY SNYK

Snyk helps companies
develop fast & stay secure

&‘ Q - . mongoDB.

Customers Quarterly Globally
Tests Distributed

Google ireddit
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o7 skyscanner |n'i'u |'i'_‘
332M+ || $850M | | 13 Hubs

Remote Snykerg all NeW Re"c.,. QSUI’IOﬂ

over the world

gelstra QASOS




Driven By Strong Values

Care Deeply

One Team

Think Bigger

And Committed to ESG

Snyker Iimpact

Snykers’ volunteering and mentorship of non-profits

Snyk Technology Impact

Snyk product donations and discounts to non-profits

Snyk Community Impact

Donations to diversity-leading non-profits at DevSecCon

Snyk Practices

Commitment to carbon neutrality



Snyk Intel Provides Cutting-Edge Security Intelligence

snyk

Snyk Developer Community > 4 <4< Proprietary Research
Vulnerability
Database
Public Sources > 4 <4< Machine Learning
Find More Know Sooner Identify Accurately Fix Smarter
)3X )920/ Low False Remediation
o Positives Insights
More vulnerabilities covered than next Of JavaScript vulnerabilities in National Thanks to continuous and deep quality Hand-curated data and enriched metadata to
publicly available database Vulnerability Database were added to controls guide prioritization and remediation decisions

Snyk Database first

Trustedby WS &RedHst Ooynsrace RAPIDRD G @&VE

Opend$S

i\fj IBM Cloud @Fou clation @tenable

THE
@ownsp L ]Linux

docker

snyk



Integrated with development tools [®

e Fortify SSC
Docker  VisvalStudio VS Code : Circlecl Snyk APl e QUaY ¢ Nucleus Security  Vulcan
2019 : : : : :
§ 5 - (npm| :
= : : <] :
WebStorm  PyCharm  buildah GitHub _GitHub e A n B VidWare Heroku ~ : npmeEnterprise Amazon ECR :  KennaSecurity RiskSense
: Enterprise : p : ou Private Registry

©00 00 OO0 ¢ ®@® 00

o : : . Azure E o e -
PhpStorm Goland Eclipse g Bitbucket Bitbucket 2 ol ity Azure Cloud . Artifactory Google Container : Snyk API .

P! : Cloud SaneEr : Pipelines TeamCity : Kubernetes i Fetaey ry Registy : y Jira

Intelli) RubyMine Snyk CLI 2 Azure Gitlab Concourse Jenkins : Docker AWS oRedHE'tft bocker P I Slack
5 Repos 5 ; & others Lambda Rl : Regist ;

Hub egistry
H q . o Issue
Coding Source ci/cp Runtime Registries VT
Control

snyk



Developer-first prioritization

Focus remediation efforts on the issues posing the greatest risk

Instant prioritization Deep application context

L) I sample-project-maven — -zsh — 98x30
daniel@Daniels-MBP sample-project-maven % snyk test —-reachable-vulns

Testing /Users/daniel/Projects/sample-project-maven...

IMPORTED BY PROJECTS OWNER ENVIRONMENT BUSINESS CRITICALITY

Tested 32 dependencies for known issues,

Issues to fix by upgrading:

11 FIXTHIS VULNERABILITY

Upgrade org.web3j:core@3.6.0 t
x Information Exposure [Low Se|[ Potentlally reachable 1|/ 7snyk.io/vuln/SNYK-JAVA-ORGB
OUNCYCASTLE-173771] in org.b o
introduced by org.web3j:core@3.6.8 > org. webaj crypto@a 6.8 > org.web3j:utils@3.6.8 > org.boun
cycastle:bcprov-jdk150n@1.54
% Insufficient Validation [Low Severityl[https://snyk.io/vuln/SNYK-JAVA-ORGBOUNCYCASTLE-32365] i
n org.bouncycastle:bcprov-jdki5on@1.54
introduced by org.web3j:core@3.6.8 > org.web3j:crypto@3.6.8 > org.web3j:utils@3.6.0 > org.boun
cycastle:bcprov-jdk15on@1.54
x Cryptographic Issues [Medium Severityl[https://snyk.io/vuln/SNYK-JAVA-ORGBOUNCYCASTLE-32367] i
n org.bouncycastle:bcprov-jdki50n@1.54
introduced by org.web3j:core@3.6.8 > org.web3j:crypto@3.6.0 > org.web3j:utils@3.6.0 > org.boun
cycastle:beprov-jdk15on@1.54

m MySql.Data.EntityFrameworkCore

Reachable

x Denial of Service (DoS) [Medium Sever: ps://snyk.io/vuln/SNYK-JAVA-COMFASTERX

MLJACKSONCORE-31519] in com.fasterxml.jacl ore?2.8.5

" reachable via:
org.apache.struts:struts2-core T - Gl A T & G O el L 0 G CEE et TS & oeo & GETL0E
sterxml.jackson.core.json.ReaderBasedJsonParser:_handle0OddValue > com.fasterxml.jackson.core.json.
ReaderBasedJsonParser:_reportInvalidToken
org.web3j.sample.Application:main > org.web3].sample.Application:run > ... > COm.fasterxml.jac
e e o o ops o o ore . o .
Priority scoring and exploitability indicators Reachability indicators for context-informed
o . e _ere o
for fast and accurate triaging prioritization

snyk



Overall security
status

Monitor the risk and
exposure over time and
the actions taken to
secure

Dependency health

Track overall health status,
identify the deprecated
packages and take action
accordingly

Governance at scale

Security Issues Licence Issues

43 213 73 14

Issues over time Exposure window

- (==
== = = -

Project management

Manage your security and legal posture across your
different projects more efficiently.

Actionability

Find issues with available
solution, filter and
implement automatically.

Policies

Manage security and
license compliance using
automated and fully-
customizable rules.

snyk



How customers implement snYK Get alerts or automated Jira tickets when

a new vulnerability is discovered

Automatically fix: 4 )
Get a PR with the required fix, patch or auto 0
upgrade - all ready, just merge Production
®
( 1\
Merge code: Build: Traditional/Paas
Check for vulns and license issues as part of the Check for vulns and license issues ~ <
merge in the repo. Prevent PR based on policies. automatically as part of the build s N
Can create Jira tickets for new vulns process. Prevent build from being Serverless
Py completed based on policies. dep|oy N J
o e A
I Kubernetes
& J
‘ ( )
. Registr
Code Git repository ci/cp N gistry

snyk




Snyk Extensibility & API

Tune Snyk’s security automation to fit into
existing development workflows

@ User-friendly and easy to implement
Q Client libraries for Python, Ruby, Go, PHP, JavaScript

° Supported across Snyk products

€ Tech solutions for custom requirements

Automated security
testing

M

Security management
at scale

©

Vulnerability
monitoring

5

Incident
management




1 LUNAR

APl is an important requirement for us
when deploying new tools. We believe in
actionability and making it as easy as
possible for developers to take action, and
Snyk’s APl enabled us to build a tool that
integrates security into the processes
developers are already using.



Flexible deployment options to meet your business needs

Provided as Software-as-a-Service (Saas), Snyk’s deployment options offer ease of
use and scalability while also providing the required level of data protection.

Snyk developer security platform

As multi-tenant Saas As single-tenant Saas
The simplest and most cost-effective way Private Cloud on AWS - an isolated instance
to use Snyk’s developer security platform of the Snyk developer security platform.
e Data encryption in e Data residency (US, e  Auditlogs
transit & at rest EU)
e GDPR, Soc 2, ISO ° Single Sign-On ° 99.9% uptime SLA

27001/270017

PROTECTED BY SNYK  Google infurir  gelstra QASOS  asurion  (©) New Relic.

snyk



Lessons learned from Apache Struts:

EQUIFAX

a vulnerability that lead to a real-life hack

Apache Struts (CVE-2017-5638) attacks timeline: +150M People had highly personal data exposed

Apache ® @ An exploit

Lessons learned

2000 releases a fix is made Detect fast: Make sure to automatically
for the vuln available monitor for new vulns and that your
through .
expIoIDB database is up-to-date
1500 * ﬁtta_CkS Respond fast: Automated fixing into the
- egins
= immediately process ,
2 after the Do it at scale: with more than 1000 vulns
;‘3000 Aoache exploit is discovered each year, the scalable way to
pache IS made find-fix is to empower devs to be the
notified of the available .
Struts vuln implementers
500
o—-o—9
FEB 14 MAR 6 MAR 7 MAR 12 MAR 22 MAR 30 APR 8 APR 19 APR 29
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Open Source

(7))
)
O
- |
©
O
P &
Q.

Snyk




Automated Remediation
Solving the complex fix logic

Single-click fix pull request

1t ejs-locals@1.1.0

£, OPEN FIX PR

gjs-locals@1.0.2 X
ISSUES WITH A FIX
n ejs@0.8.8 Vulnerable
I package _

= error (@1.2. Fix

Vulnerable OPEN FIX REQUEST

package

snyk



Be license compliant

asearly ascoding  EIT G

O Some checks were not successful Hide all checks
stq rt ea rly 1 failing and 3 successful checks
Verlfy Comp“ance at every Stage Of development X m license/snyk - package.json (ariel) — 2 new license policy violations Details

v m license/snyk - composer.lock (ariel) — No manifest changes detected

Scan

Get visibility to all the licenses that are being used.

v m security/snyk - composer.lock (ariel) — No manifest changes detected

v m security/snyk - package.json (ariel) — No new issues Details

Com ply 0 This branch has no conflicts with the base branch

Merging can be performed automatically.

Define policies and take automatic actions to verify
compliance.

Merge pull request ~ | You can also open this in GitHub Desktop or view command line instructions.

Gating non-compliant Legal team actionable
packages instructions

Copyright info BOM report




Automated Remediation
Fix MORE issues, QUICKER

Issues over time Exposure window

(H M =| =

Less issues over time Shorter issue exposure time

Accelerating MTTF (mean time to fix)




Automated Remediation R iy doveloped and tested
Automation and patching T

e backporting the original fix, tested
rigorously

Single-click fix pull request

Automatically calculates the minimal direct dependency .
version upgrade needed

minimal changes required without
breaking changes

{1 OPEN FIX PR

ISSUES WITH A FIX

AN UPGRADE OR PATCH 15 AVAILABLE TO FIX THESE ISSIES /o

Of vulnerabilities patches are applied

instances can't be each month by Snyk’s
OPEN FIX REQUEST fixed by an upgrade customers

snyk




Snyk Intel Vulnerability DB - data and insights

(o

Enriched data
from numerous
vulnerability
databases

Such as CVE, NVD
and more. Data
derived from these
resources is analysed,
tested and enriched,
before being included
in the database

O\

Proprietary
research for new
vulnerabilities

Our Security team is
working to uncover
severe vulnerabilities
in key components -
66 zero-day
vulnerabilities
discovered in 2021

Threat
Intelligence
systems

Listen to chatter on
security bulletins, Jira
boards, Github
commits; to
automatically identify
vulnerabilities yet to
be reported. For
example, Apache
Airflow and Marked

v

Community
relationship

Snyk collaborates
with the community
and operates bug
bounties for new
disclosures, resulting
in hundreds of
community
disclosures, such as
f2e-server

828

Collaboration
with academia

The team partners
with PhD academia
labs such as Berkeley,
Virginia Tech and
Waterloo, to exchange
tools, methods and
data. Findings are
then exclusively
disclosed by Snyk
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Containers are fast becoming mainstream,
but vulnerabilities often go unchecked

>75% 76%

of global organizations will The top 10 most popular of the top 1,000 Docker
be running containerized images have more than 30 containers have severe
applications in production vulnerabilities known vulnerabilities
by 2022

— Gartner, Snyk State of Open Source Security Report 2019 snyk



Snyk Container

Build and maintain secure containers

C,

Detecting

container vulnerabilities
throughout the development
process

N

-

O\

Remediating

automatically to minimize
exposure and reduce time-to-
fix

N

-

Monitoring

continuously, and protecting
the image after the initial
scan




Detecting container
vulnerabilities
throughout the
development process

a Application vulnerabilities

0 Operating system
vulnerabilities

0 Kubernetes configuration
issues

t.apps/redis-master

Namespace

Revision

B ACR @

> @ 0 centos

> & 1 lironly/docker-goof

Start early, test

images locally

Find vulnerable

Deployment secure Root

e Chulimis workloads in
Memory lim ssiNG
Kubernetes
- Di €a) ilities FALSE CI usters

[Jeicu (@ [@ DockerHub (& [J GitHub i

Integrate security into
your CI/CD pipelines

> @ 2 lironly/dockertests . . .
and container reglstrles
S L and test as you build
> @ 1 snykgoof/azure-goof
- TT = Snyk7scan:
12 docker-image-name: $IMAGE_NAME

13 orbs

snyk



Remediating automatically to minimize

exposure and reduce time-to-fix

-
Get straight to the

version of the package
which fixes the

Vulnerable module: bash vulnera bi|ity

Introduced through: bash@4.3-11+deb8ul

Fixed in: 4.3-11+deb8u2

Dockerfile instruction: Introduced by your base image (node:6.14.2-slim)

@ Improper Input Validation

Recommendations for base image upgrade

BASE IMAGE VULNERABILITIES Follow base image
Currentimage node:6.14.2-slim 169 recommendations to
Minor upgrades node:6.17.0-slim 104 reduce your total
Major upgrades node:11.15.0-slim 90 vulnerability exposure

Alternative upgrades node:12.8.0-buster-slim 47

Open pull requests for
updating base images in the
Dockerfile.

11 Open afix PR

Vulnerabilities with a fix
An upgrade or patch is available to fix the vulnerable dependencies.

m Regular Expression Denial of Service (ReDoS) in debug
u Content & Code Injection (XS5) in marked

u Regular Expression Denial of Service (ReDoS) in fresh

11 OPEN AFIX PR



Monitoring continuously to protect
the image after the initial scan

Monitor your Kubernetes application for Monitor your images for newly

insecure configurations, prioritise accordingly discovered vulnerabilities
Projects t eo0e
snyk
~ 1 default/deployment.apps/redis-master prod H En —
L d Dashboan Reports Projects
kB2.ger.iofredis:e2e Eﬂ 1 En ﬁ
@ docker-image|/src
v ) 1 default/deployment.apps/redis-slave prod En | L
Project settings
ger.io/google_sample/gb-redisslave:v1 1 Eﬂ 'u'
Test Frequency
Snyk will test your project at the selected frequency
v @1 defaultideployment.apps/frontend prod EN - Bl L . ::: ::‘":’ ]
Test weekly
ger.io/google_sample/gb-frontend:v4 Eﬂ ﬂ'

New message from snyk

. *
New vulnerabilities affect 1 of your projects

’ in the Snyk Gitlab Broker organisation.




Snyk
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laC
Growing
usage and
risks

2 M+

Kubernetes config files publicly

accessible on Github

>50%

Teams have
workloads deployed
with laC

45%

Teams adopted
automated laC
scanning in SDLC

267 K+

Terraform

250 K+

Azure ARM

90 K+

AWS
CloudFormation

600 K+

Compose

No.1

Concern for teams since
moving to a cloud-native
platform



https://enterprise.verizon.com/resources/reports/dbir/

Misconfiguration of
database assets is a growing
problem.

Misconfiguration

—Verizon DBIR 2021 Y

Misdelivery

Publishing error

verizon

Of misc. error incidents caused by
misconfiguration

Breaches due to misconfigurations
alone in 2020-2021

H6

On the list of top action varieties
involved in breaches

1.Verizon Data Breach Investigations Report. 2021. Snyk


https://enterprise.verizon.com/resources/reports/dbir/

Infrastructure Security Built for Developers
Write, Plan and Apply IaC Securely

» my-corp/terraform
main.tf [ S—

‘/\P\ Gulewuy

U=

<
{ Git Repository

Code ci/cb

Test as you J L Test & monitor in J Test plan output,

write SCM including modules

snyk



Securing against
industry best practices
and CIS benchmarks

a Industry best practice rulesets
for Terraform, CloudFormation,
ARM, and Kubernetes formats
and AWS, Azure, and GCP.

Q Expanding ruleset backed by
CIS benchmarks and threat-
modelling research by Snyk
security engineers.

Q Custom policies powered by
Open Policy Agent (OPA)/
Rego.




Detecti n g $ snyk iac test deployment.yaml

Testing deployment.yaml...

Start early in the

misconfigurations i e development

[SNYK-CC-K8S-10] in Deployment process’ teSt IGC

throughout the o lErodced by it > spec - tamplte > spec > locally or in the IDE
infrastructure lifecycle

Quickly import Git
Q Prevent misconfigurations from ’ repositories into
reaching production by fixing . S

issues at the source. Automgte
importing of new

projects using the
powerful Snyk API.

Q Maximize developer adoption
with integrations keeping them — :
in their preferred workflows. | T Streamline security &

compliance in
Terraform with our run
tasks integration

Monitor for cloud

Q infrastructure drift and
unmanaged resources in your
cloud environments. snyk




Empowering

developers to secure

their cloud & app
configurations

a Zero developers in on the
critical issues with actionable fix
advice.

shown directly in line with
misconfigured code

g Issue, impact, and remediation

Severity scoring and linked
0 policy violation for greater
security context on the issue

m Non-encrypted S3 Bucket

urce “aws_s3_bucket" “blog-files" {
bucket = "blog-static.purpledobie.com”

Detailed paths
* Introduced through: input » resource » aws_s3_bucket[blog-files]
how less details ~
This issue is.
Mon-encrypted 53 Bucket
The impact of thisis...
A non-encrypted 53 bucket increases the likelihood of unintentional data exposure
You can resolve it by...

For AWS provider < v4.0.0, set server_side_encryption_configuration block attribute. For AWS provider == v4.0.0 add
aws_s3_bucket_server_side_encryption_configuration resource.

 Ignore [& Full details




E
SnyklaC

Code to cloud, and back to code

Maximize developer adoption- seamless
integrations into developer workflows, minimizing
downtime and navigation through security
tooling.

Secure against the best- enforce best practice
security rulesets, custom policies, and
compliance frameworks from code to CI/CD.

Drive faster remediation - deliver actionable fix
guidance on the riskiest issues to developers, in-
line with code.

Centralized insights and reporting - gain
visibility into configuration issues with reports

available on misconfiguration status overtime.

v ()6 purpledobie/web-service

® Dockerfile

© deployment.yam!

[ package json

¥ main.f

¥ main.if

Y mainf

> () 6 purpledobie/web-service

> ) 6 purpledobie/web-service

2wl G B (= O (s B e nevos ®
(2 I (s I (== I
CH:-E-E-.
B |2 B3 & | m Wildcard action in IAM Policy

||
N IEN
.

= i

B IE) Bl viewscront ® m App Service allows FTP deployments
CECm ®

snyk



Snyk Cloud

Following four slides explain the vision
behind the Fugue acquisition and the
direction of the future Snyk Cloud product



Cloud turns IT into App Services

Pre-cloud Digital Transformation Cloud
Require IT Security Solutions Require Application Security Solution
App Code X Code Vulns App Code
Open Source Library X Known Vulns Open Source Library

0SS Platform/Apps

(7]
4]
; =
3 . >
IT Apps (Dropbox, Email...) X Bad Config Cloud/saas Services °
(7]
(/]
o
(o)
Servers, VMs X Unpatched OS Containers 2
(]
Network X Open Ports VPC, Service Mesh
vSphere Kubernetes
Hardware Cloud

Dev

| IT/Op

snyk



@ Code to Cloud, and back to Code:

Secure from your desired state in code to your real-
time state in the cloud

[ Define security posture across your ]
o R R o - - - developmment andl deployment fesysles [ =5ttt et e s
4 ) 4 ) 4 I 4 I I
Code Git repository ci/cp Deploy ( Cloud
Test & fix Test, fix, Test, fix, Gate Test &
monitor monitor Monitor
o Y & Y & J & 4 . v

observation

[ Detect security vulnerabilities based drift or ]

snyk



@ Code to Cloud, and back to Code:

Empower Cloud security, Security, and Development
teams with visibility across their estates

How secure is

Cloud | Security

—y

~

all of my Test & ]
organization’s Monitor | |
Developer infrastructure? | -
y \
4 4 I
. App on
Code Git repository ci/cp Deploy [ cﬁgu d
Test & fix Test, fix, Test, fix, Gate Test &
monitor monitor Monitor
N\ . Y,

______________________________________________________________________________________________________________________

How secure is my application’s infrastructure across my
development pipeline?

snyk
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snYI( laC + Cloud ;

Code to cloud, and back to code

Developer First- bring production insights left to
improve the developer experience with

o  Security issue context

o Actionable fix advice

INTERNET

e Holistic application view - enable developers to
take ownership of their application security from 2
writing lacC files in their IDE to the real-time state o e v e e
Of the Cloud vpc_id = aws_vpc/example.id

e Faster remediation - close the feedback loop
between cloud and production security insights
and developer workflows

e Reduce the most risk- prioritize issues based on
risk, not just finding the most amount of issues




Snyk
products

snyk



Snyk Code

SAST Re-imagined as a dev-first solution

Integrated Platform - Snyk offers all elements for o0eo
a modern software supply chain

[Z] Path Traversal Code Vulnerability

950

Dev Friendly - Works how and where developers @ WiaT s THE PBLI

server.js View code
work Unsanitized input flows [:20, :24] from the request URL [:24] and is spe
P . used as a path in fs.createReadStream [:13] . This may result in a Path i y
o IDE and Git integration Tevorsal vooasabiliy and ko v Bkt read arbhrayfils O e iy
o  Actionable fix recommendations based on cod i Filestresm.on(*finish’, re
real-world data. 1 srpofbench/serverjs
Real-Time - 10 - 50x faster than traditional SAST o = ]

solutions enables securing while developing vs T
afterwards ,

Improve Accuracy - Machine learning
algorithms continuously trained on the world’s
code to unveil security and performance bugs

snyk



m Cross-site Scripting (XSS) %
a ; o BenchmarkTesc01906.himi

Details

Snyk Code j

SAST Re-imagined as a Dev-first solution

Dev Friendly - Works how and where
developers work ¢ L T manonn e oaes
o IDE and Git integration x
o Actionable fix recommendations
based on real-world data.
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Unparalleled Accuracy - Machine
learning algorithms trained on the world’s

code reduces false positives to near-zero
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Deprecated Slides

These slides are from older versions of the
Intro Deck and are set to be deleted from
future revisions of this deck.



