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ADVERSARIES ADAPT
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AVERAGE CYBER SECURITY BUDGET ALLOCATION
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+ Budget

+ Headcount

+ Complexity

+ Licensing Costs

+ Attack Surface

+ Alerts

+ User Friction

+ Reduced Agility

Average enterprise has over 130 different 
cyber security tools deployed

75% of organisations that pay ransoms 
have up-to-date network & endpoint 
security tools deployed

CISO IN THE AGE OF TOOL SPRAWL
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35% OF ORGANISATIONS THAT HAVE HAD A RANSOMWARE 
ATTACK SUFFERED C-LEVEL RESIGNATIONS OR FIRINGS AFTER 

THE INCIDENT

WITH ALL THIS INVESTMENT IN PREVENTION & 

DETECTION THE BOARD OFTEN HAVE AN EXPECTATION 

THAT INCIDENTS WON’T HAPPEN



RECOVERRESPOND

SHARED INCIDENT RESPONSIBILITY

DETECTPREVENTIDENTIFY
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Organizational Disfunction in the Enterprise

IT

INCIDENT
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RECOVERY

RESILIENCE

ANTICIPATE

PREVENT

ADAPT

REBUILD
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IT EVENT
RESILIENCE

CYBER EVENT
RESILIENCE
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RUBRIK SECURITY CLOUD: THE PLATFORM FOR OPERATIONAL RESILIENCE
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DELIVERING VALUE ACROSS DAY-TO-DAY CYBER 
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RECOVERRESPONDDETECTPREVENTIDENTIFY

Deception

Penetration Testing

Breach & Attack 

Simulation



19

Improved
Operational Resiliency

Quicker Time-to-
Value

Increased AgilityReduced Risk

Less ComplexityLess Infrastructure

Lower FrictionReduced Cost

WHAT THIS MEANS FOR THE CISO



Don’t Backup. Go Forward. 


