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Booz | Allen | Hamilton®

Hackers could steal encrypted data now and H I N E E T H R EAT | N
crack it with quantum computers later, warn
analysts

Analysts at Booz Allen Hamilton warn that Chinese espionage efforts could soon focus on encrypted data. I H | 0 U A N I U M I R A
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Beljing-packed hackers might SO0 STA rying 1o steal encrypled data -- such as blometric Info,
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the identities of covert sples. and weapons designs -- with a view to decrypting 1t with a future
quantum computer, according 10 analysts at US tech consultancy Booz Allen Hamilton (BAH).
“In the 2020s, Chinese econamic espionage will lIkely Increasingly ZONET RECOMME DANGERS OF QUANTUM HACKING: ATHREATTO

steal data that could be used o feed quanium simulations.” the Best VPN services ENCRYPTION
analysts wiite In the report Chinese TRieats in the Quantum Era. Best securlty keys

LATEST NEWS
Alnisk are data protecied by the current algormnms underpinning  Best amtivirus software 7 Aratrika Dutt
public-key cryptography, which some fear may be rendere The fastest VPNs

poner Enougt i Quantum hacking is the biggest threat to
i encryption.

Also: Spy chlef's waming: Our foes are now ‘pouring money’ Into quantum coemputing and Al

The big question Is when such a quantum computer might arrive. However, Booz Allen Hamilton's
analysts suggest It doesn't matter that an encryption-breaking quantum computer could be years \ hacking is danger
off because the type of data being targeted would still be valuable. Hence, there's still an
Incentive for hackers 1o steal high-value encrypted data

What is quantum hacking?
Recent studies suggest It would take a processor with abou million qubits to break the

quantum hacking he use of q

algorithms behind public-key cryptography, h Is much larger than the quantum processors is performed &
E IS perfol ed b
that exist today. But a quantum computer that threatens today’s algorithms for generatng 3 and decrypt data through a
encryption keys could be bullt b uantum ¢

Quantum Risk
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