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SQLite Forensics Simplified =

At Sanderson Forensics we offer software that gives you the

expertise to uncover and analyze computer evidence buried deep |

within electronic data. s S ;

Go beyond all other tools when it comes to SQLite forensics! - —

We offer the most advanced forensically sound toolkit for SQLite, T — =

WAL, and Journal examinations available, and provide you with the

ability to manually examine user data from millions of cellphone |

and computer applications not supported by other tools. | =T

Our Forensics SQLite toolkit is designed especially for you, | -

the Digital Forensic Examiner. S e,
The Sanderson Forensics Toolkit Features: SiEs e
* Unsupported databases e e E - E
* Examining WAL and Journal files e
* WAL Timelining e e
* Decoding BLOB data I
+ Decoding formatted timestamps S e =t =
 Recovering deleted database content =D

+ Understanding how SQLite stores data

+ Create simple and complex SQLite queries

* Reporting in multiple formats including PDF
+ View how records are encoded

+ Decoding of records
+ Decoding/recovery of partially overwritten records T
+ Determine if a record was orphaned e
+ Customized reporting

* 5QL Queries

+ WAL/Shared Memory/BLOBs Forensics

+ Examinations of SQLite rollback/master journals
* And much more!
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Forensic Toolkit for SQLite

The Forensic Toolkit for SQLite includes 3 comprehensive software

applications. The Forensic Browser for SQLite, Forensic Recovery for SQLite and
SQLite Forensic Explorer, which make recovering SQLite

records from disk, image and database simpler and more intuitive.

These tools are an invaluable addition to any investigators toolbox.

(Q Forensic Browser for SQLite

Have you ever needed to create a report from an SQLite
database that is not supported by your current forensic tools,
or your current forensic tool only supplies a subset of the data?

» SQLite Forensic Explorer

’ SQLite Forensic Explorer is an investigative tool designed to show
every single byte of an SQLite database, journal or WAL file along
with its decoded data.

SQLite Forensic Recovery

Our SQLite Forensic Recovery tool allows investigators to gain an
overview of the type and content of the databases contained on
the suspect’s computer.

ESE Extension for the Forensic Toolkit

Along with SQLite, the Microsoft Extensible Storage
Engine (ESE) is becoming increasingly common on
Windows mobile phones and desktop operating
systems. ESE, also known as Jetblue or EDB DBs,

is the technology that underpins these databases
such as Windows search and Cortana. Running

the ESE Extension is simple and easy to use.

* Please Note: The Sanderson Forensics suite of tools has been designed to retrieve and process
small to medium datasets that are normally found on devices such as cellphones, computers, and
other loT devices, and are not intended for large-scale databases.
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SQLite Forensic Training

SQLite Forensics has quickly become one of the most predominant skill sets needed in
any Digital Forensic investigator's arsenal. Sanderson Forensics is featured in the 5-day
Complete SQLite Forensics training offered by Teel Technologies Canada, Europe, & USA.

Complete Complete ONLINE

SQLite SQLite

5-Day Foundation & Advanced Training 10-Day Foundation & Advaonced Tralning

Online or In-Person SQLite Training For All Skill Levels

Join our 5-day in-person or 10-day online SQLite Forensics Training course, covering both
fundamentals and advanced technigues. Learn to analyze and recover SQLite databases
through byte-level insights, data component types, and common recovery locations.

Key skills include report data validation, reverse engineering any 5SQLite database,
converting date formats, displaying BLOB data, and utilizing specialized forensic tools.
You'll also master data recovery from WAL and journal files and efficiently generate
reports from SQLite databases. Enhance your expertise in SQLite forensics with

hands-on training suitable for all skill levels.
NEW! French Language classses in Canada & France.

Visit Teel Technologies online to view our upcoming course dates at a location near you.
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